MHCTPYKUMA NO YCTAHOBKeE
moayna Opencart

Bepcna 1.5.6.4




VYpanbcKuit baHk

PEKOHCTPYKUMUU U Pa3BUTUA

Ona paboTtbl c 3TUM Mmoaynem Heo6Xo4UMO 3aK/IIOUUTL A0TOBOP Ha MHTEPHET-3KBAWMPUHT C
MAO Kb «YBPuP», panee baHK. 3T0 MOryT caenaTb TONbKO lopuguyeckme amua waum UMN. Ana
3aK/Il0YEHNA A0rOBOpPa MOXHO 06paTUTbeA B 6amkanwnii opuc baHkKa.

YcTaHOBKa moAayns.

1. PacnakyunTe coaep*KMmoe apxmBa B KOpeHb_caliTa (KopeHb caliTa — 3TO Nnanka co Bcem
COZIEPKUMBIM UHTEPHET-pEcypca) n nomectTuTe nanku admin, catalog, system un pann
uniteller.php 13 KopHa moayns B KopeHb caiTa; Moxanyncra, o6a3aTenbHo genaiite
6eKkanbl!

2. 3anauTte B pasgen «ononHeHua»->»0Onnata»);

OpenCart | ADMINISTRATION

MaHens ynpaeneHua Katanor OononHeHWA Mponasu Cucrema OTyeThl 0OC Team Maomouws

[naeHan Mogynn

[ocTaeka
ﬂ MaHenb ynpaeneHWA

Onnata

Kpatkun o63op YuWThIBaTh B 3aKa3e

Bcero NpogaHo Ha CyMuy: KaHankl npoggnseHna
Bcero NpogaHo 8 3TOM TOOY Ha CyMMY.

3. Hanaute nnatexkHbin moayib YBPUP 1 HaxKmnTe KHOMNKY «YCTaHOBUTLY;

2Checkout [ OrmYeHD [ YeTanosurs |

MnaTexHsii Moaye YEPUP Omanioueso

Web Payment Software i) o Omenmeno
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HacTpoiika moayns.

1. Ha)KmuTe KHOMKY «M3MeHUTb» 1 NepenamnTe K HaCTpoMKam Moayns;

P e K A OTKNIOYEHD [ NamenuTe ] [ ¥aanuTe |

2. YcTtaHoBuTe cTaTyc moayna «BknoyeHo» U BBeAUTE HEO6XO,EI,MMbIe AaHHbIE,

OpenCart | ADMINISTRATION

MNaHens ynpaeneHwa Karanor LononHeHwA MNpogaxm Cucrema OmueTsl MoMoLWb

&5 MnatexHbiin mogyns YEPuP
CraTtyc mogyna BrnwueHo v

HACTPOWKHK

CTaTyc 3aka3a nocne onnarsl Canceled A
Homep PeTteinepa 49900801
Mapone K cepTndngary 123456

| 3anpocuTe cTaTyc 3akasa |

| MHDopMaUMA o 3akase |

OTMeHA 2aKasa

| CEeepka MToroe || HypHan onepauuin || Hanucarte B GaHK |

Homep PeTeinepa Bbl nonyunte npu 3akno4eHUN 40roBopa.
Maponb K cepTudMKaTy 3a4a€TCA CAMOCTOSATE/IbHO NPU FreHepaLmMm 3aKpbITOro Katoua (CMOTpeTb
MHCTPYKLMIO HUKE).
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BbinycK Kawoueii n ceptudpuKkara.

HeobXx0AMMO CamMoCTOATENbHO CO3A4aTb KoUK (KAtoUeByro MHGOPMaLMIO) C UCNONb30BaHUEM
nporpaMmHoro obecneyeHus openssl co cnegyrolwmMmmn napameTpamm:

- AQIMHa Kaoda 2048 bit;
- SHA256;
- B KayectBe Common Name yka3biBaetca MerchantID (ID nHtepHeT-marasuHa ana VISA);

1. CkauyMBaem 1 yCTaHaB/IMBAEM C CaiTa nocneaHio Bepcmio OpenSSL
(http://slproweb.com/products/Win320penSSL.html);
3anyckaem dainn openssl.exe;

3. BbInycKaem 3aKpbITbI KAOY

[na aToro sBoAUM KoMaHay: openssl genrsa -des3 -passout pass:123456 -out user.key
2048

123456 — 370 Naponb K ceptTudPuKaTy, Bl 3agaeTe ero camocTosATeNbHO.

User.key — umsa daiina 3akpbIToro karoda. Mms 0683aTtesibHO A0J13KHO 6bITb TAKUM.

B CAOpenSSL-Win32\bin\openssl.exe = | B |t

Open35L» genrsa —desd —passout pass:12345%6 —out user.key 2048 _

)’m — 4
4. TMocne Heobxoanmo chopmmMpoBaTb 3anpoc Ha cepTuduKkaT B popmate PKCS10

3anpoc MOXKHO cPOopPMUPOBATb C/leAYHOWEN KOMaHAOM:
openssl req -new -key user.key -out user.csr -passin pass:123456

123456 — naponb, KOTOPbIV Bbl1 3a4aH NPU CO3AaHNN 3aKPLITOroO Katoua.
5. B3anpoce Ha cepTudUKaT, yKa3biBaemM cieayiolime AaHHble:



r
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Country Name: RU
I 3 nopenssl.exe

Open35L> genrsa —dez3d —passout paszs:123456 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key,. 2048 bhit long modulus

iz 65537 <(Ox10DD0O1 >
OpenS5L* req —new —key user.key —out user.csr —passin pass:-123456
Loading ‘screen’ into random state — done
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what iz called a Distinguizhed Mame or a DN.
There are guite a few fields but you can leave some hlank
For zome fields there will be a default value.
If you enter *.*, the field will be left hlank.

Country Name <2 letter code> [AUI:RU

OpenSSLy genrsa —des3d —passout pass:123456 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key, 2048 hit long modulus

OpenSSLy req —new —key uwser.key —out uwser.csr —passin pass:-123456

Loading ‘screen’ into random state — done

You are about to he asked to enter information that will be incorporated
into your certificate reguest.

llhat you are about to enter iz what is called a Distinguizhed Hame or a DH.
There are guite a few fields but you can leave some blank

For zome fieldsz there will he a default value.

If you enter *.’', the field will he left blank.

Country Name €2 letter code? [AUI:RU
State or Province MHame <full name) [Some—Statel:_

Locality Name: Hanpumep EKB (coKkpallieHHOe Ha3BaHWe CBOero ropoaa)

OpenSSLy genrsa —des3d —passout pass:12345%6 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key, 2048 hit long modulus

OpenSSLy req —new —key user.key —out user.csr —passin pass:123456

Loading ‘screen’ into random state — done

You are about to he asked to enter information that will he incorporated
into your certificate request.

What you are about to enter is what iz called a Distinguished Mame or a DH.
There are gquite a few fields but wvou can leave some hlank

For zome fields there will be a default value,

If you enter *.’, the field will he left blank.

[AUI1:=RU
State or Province Mame <full name?> [Some—-Statel:
Locality Name f<eg, city>» [1:
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Organization Name: yka3biBaem COKpaLLEHHO Ha3BaHWE CBOEM OpraHM3aLUnm Ha aHITIMMCKOM.
B ' CAOpenSSL-Win32\bin\openssl.exe E@ﬁ

OpenS5SLy genrsa —des3d —passout pass:12345%6 —out user.key 20048
Loading ‘screen’ into random state — done
Generating RSA private key,. 2048 bit long modulus

e iz 65537 (Ox10DDmi>
OpenSSL> req —new —key user.key —out uwuser.csr —-passin pass:123456
Loading 'screen’ into random state — done

You are abhout to be asked to enter information that will be incorporated
into wvour certificate reguest.

lhat you are about to enter is what iz called a Distinguizhed Mame or a DN.
There are gquite a few fields but you can leave zome hlank

For some fields there will be a default value.

If you enter *.°,. the field will be left hlank.

Country Hame <2 letter code> [AUI1:RU

State or Province Mame (full name? [Some—Statel:

Locality Hame (eg, city) [l:ekh

Organization Name <eg,. company? [Internet Widgits Pty Litdl:_

Organizational Unit Name: yKa3biBaem COKpallleHHO Ha3BaHWe noapasaeneHmnn cBoen
OpraHM3auUum Ha aHIIMMCKOM.

B CAOpensSSL-Win32\bin\openssl.exe |£|E|ﬁ

OpenSSLy genrsa —des3d —passout pass:123456 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key, 2048 bit long modulus

e iz 65537 (Dx10001 >

OpenSSLy req —new —key user.key —out wuser.csr —-passin pass:123456

Loading ‘screen’ into random state — done

You are about to be azked to enter information that will bhe incorporated
into wvour certificate request.

llhat vou are abhout to enter is what iz called a Distinguished Hame or a DM.

There are guite a few fields but you can leave some hlank
For zome fields there will be a default value.
If you enter *.*, the field will be left hlank.

Country Mame (2 letter code> [AUI:=RU

State or Province Name <full name? [Some—Statel:

Locality Hame <eg. city? [l:ekh

Organization Mame <eg. company? [Internet Widgitsz Pty Ltd1:UBRR
Organizational Unit Mame (eg. section?> [1:

Common Name: yKka3sbisaem MerchantID (Homep Peteinepa)
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B ' C\OpenSSL-Win32\bin\openssl.exe = | B [

Open5S5L» genrsa —desd —passout pass:123456 —out wuser.key 2048
Loading °‘screen’ into random state — done
Generating RSA private key, 2048 bit long modulus

e iz 65537 {Ox1DDOi >

OpenS5L> req —new —key user.key —out user.csr —passin pass:123456
Loading *screen’ into random state — done

You are ahout to be asked to enter information that will bhe incorporated
into your certificate request.

llhat you are about to enter is what is called a Distinguished Mame or a DM.
There are gquite a few fields but vou can leave some blank

For zome fields there will be a default value.

If you enter *.*, the field will be left blank.

Country Hame <2 letter code> [AUI:RU

State or Province Mame <full name?> [Some-Statel:

Locality Name <eg, city>» [l:ekh

Organization Name Ceg,. company? [Internet Widgits Pty Ltd1:UBRR
Organizational Unit Mame <eg, section) [1:DREK UBRR

Common Hame {e.g. server FQDNH or YOUR name> [1:_

OcTanbHble JaHHblE MOXHO He 3aM0/HATbL, NPOCTO HaXKnMmas Enter.

6. Pain 3anpoca user.csr HEO6XO0AMMO OTNPABUTbL NO NIEKTPOHHOM NoYTe B
Ynoctosepsolwmii LleHTp BaHKa Ha 3n1eKTpoHHbIN agpec eqv@ubrr.ru. B Teme nucbma
06A3aTeNbHO yKa3aTb «3anpoc Ha cepTudUKaT aAna MHTepHeT-aKBaMpUHra»;

7. TMocne nonyyenuna daina user.csr baHK BbinycKkaeT cepTuduKat B popmate X.509
CPOKOM O€eNCTBUA OOMH rof, C UMEHEM USEer.pem M HanpasB/AsAeT ero BMecTe C
cepTMOMKATOM OTKPBLITOrO K/ItoYa, HA NEKTPOHHYHO NMOYTY, C KOTOPOM NpULLEN 3anpoc;
B TeueHue 2-x Hegenb nocse NoayvyeHmna ceptudumKaTa HeobxoAMMO NPeaoCTaBUTb B
BaHK 3aBepPEHHY0 CO CBOEWN CTOPOHbI pacrneyaTky cepTuduKaTa OTKPbITOrO Kakoua.
Mocne nonyyeHuns ceptudmKkata HEO6XOANMMO CKONMPOBATbL CreHEPMPOBaHHbIe dalinbl
JIMYHOTO cepTUdUKaTa M NPUBATHOTO K/ItoYa B NManKy: KOpeHb canta/system/certs/ c

MMeHamMmu user.pem un user.key COOTBETCTBEHHO.




