MHCTPYKUMA NO YCTAHOBKeE

moayna Diafan
Bepcnun 5.3,5.4, 6.0




VYpanbcKuit baHk

PEKOHCTPYKUMUU U Pa3BUTUA

Ona paboTtbl c 3TUM Mmoaynem Heo6Xo4UMO 3aK/IIOUUTL A0TOBOP Ha MHTEPHET-3KBAWMPUHT C
MAO Kb «YBPuP», panee baHK. 3T0 MOryT caenaTb TONbKO lopuguyeckme amua waum UMN. Ana
3aK/II0YEHNA A0rOBOPa MOXHO 06paTUTbCA B 6amxkanwmnii opuc baHkKa.

YcraHoBKa moayna.

1. PacnakyiTe cogepsknumoe apxusa B nanky Modules B kopHe cainta; Moxxanyiicra,
obsA3aTenbHoO genaiite 6ekanbi!
2. 3anauTte B pasgen «Hactpoliku»->»Moaynu n B1»);

HacTpoiikm

@ [MMapameTpnl caitta

A Moaynu u B

31 O6paboTka naoGpamenuin

3. Hanaute moaynb Ctatuctuka onsaT YBPUP, BbibepuTe €ro n HaxkMmuTe KHOMKY
«YCTaHOBUTbY;

L NpocwMorp caiita [ Ao6aBute anemext

# Cos

Mopynu u B

YcraHoBka Moaynei Boccranosnexwe B 3kcnopt/MMnopr B,

[locTynHbl cneaylowMe MOAYNM ANA YCTAHOBKM/YAANEHUA:

Hosoctk Cratem O6parHan cea3s Bonpoc-Otser HHTepHeT-MarasmH OGvaBneHus Dainossif apxue
PeituHr Tern Oororanepes Onpocet Paccuinkm Dopym Mownck
Mepen1Hkoska MaiRnossIf MEHEMKEP Ownbku Ha caiite leoxapra banaxc nonbaoeatens On-line KoHCyNbTaHT CratucTvka onnat YBPHP
TNuHbie coobuerns Onnata BanHepb!

3anonHKTL CaHT NPUMEPaMK M3 NEMO-BEPCHH (MOXET 3aHATL Bpems). ToNbKO ANA YCTaHaBAMBAEMbIX MOAYNeH.
YcraHosnTh

4. B cny4ae ycnewHoOM yCTaHOBKM Bbl yBuauTe coobuieHme: «Bce moaynm yctaHoBAEHbI!»



VYpanbcKuit baHk

PEKOHCTPYKUMUU U Pa3BUTUA
HacTpoiika moayns.

1. Mepenaute B pasgen «NHTepHeT-marasnH»->»0Onnarta», nocae yero Aob6aBbTe HOBbIN

MeTOoA ONnaThbl;
2. HaCTpOl\/‘ITe cnocob onnatbl, BBEAA BCE HeO6XOﬂ,MMbIe AaHHblE, N COXPaHUTE HaCTpOVIKM;

0 MNpocmortp caiita [ No6aBuTe anement

# CobwTus >  MeToom

Onnarta

[No6aenTb HOBbIN

Haspanwe @

YEPKP

OnyBnukoBaTh Ha caiTe
MnatexHan cucTema

YBPuF v
Waoeutndukatop marasmia ©
4100104
Napone ceptumkata &

123456

TecToBeIH peXHM e

Onucanue @

Homep PeTeinepa Bbl nonyunte npu 3akno4eHUN 40roBopa.
Maponb K cepTudMKaTy 3a4a€TCA CAMOCTOSATE/IbHO NPU reHepaLMm 3aKpbITOro Katoya (CMOTpeTb

MHCTPYKLUMIO HUMKE).
JononHutenbHo: B pasaene Ctatnuctuka onnat YbPuUP Bbl morKeTe nosyyatb MHPOpMaLUIO O

CTaTyCe onaatbl N0 CAEe/NNAHHbIM 3dKa3aM.
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BbinycK Kawoueii n ceptudpuKkara.

HeO6XOAMMO CaMOCTOATE/IbHO CO34aTb K/1H04YN (KJ'I H04eBYHO VIH(I)OpMaLI,VHO) C NcnoJsib3oBaHMem

nporpammHoro obecneyeHuma openssl co cneayrowmmm napameTpamm:

- AQIMHa Koda 2048 bit;

- SHA256;

- B KayectBe Common Name yka3sbiBaetca MerchantID (Homep Peteiinepa);

1. CkauyMBaem 1 yCTaHaB/IMBAEM C CaiTa nocneaHio Bepcmio OpenSSL
http://slproweb.com/products/Win320penSSL.html
3anyckaem dainn openssl.exe;

3. BbInycKaem 3aKpbITbI KAOY

Ona sToro BBogMM KomaHay: genrsa -des3 -passout pass:123456 -out user.key 2048

123456 — 370 Nnaponb K ceptTudPuKaTy, Bl 3agaeTe ero camocTosATeNbHO.

User.key — ums daiina 3akpbIToro kKar4da. Mma 06a3atenbHO A0/IXKHO ObITb TAaKUM.

m —

B | Ch\OpenS5L-Win32\bin\openssl.exe =
Open35L» genrsa —desd —passout pass:12345%6 —out user.key 2048 _

4. TMocne Heobxoanmo cpopmmMpoBaTb 3anpoc Ha cepTuduKkaT B popmate PKCS10
3anpoc MOXKHO cPopPMUPOBATb C/leAYHOLWEN KOMaHAOM:
openssl req -new -key user.key -out user.csr -passin pass:123456

123456 — naponb, KOTOPbIN 6bIN 334aH NPU CO34aHUM 3aKPLITOrO KAtoYa.
5. B3anpoce Ha cepTuduUKaT, yKasbiBaemM cieayolime AaHHble:



r
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PEKOHCTPYKUUMU U pa3BUTUA

Country Name: RU
I nopenssl.exe

Open35L> genrsa —dez3d —passout paszs:123456 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key,. 2048 bhit long modulus

iz 65537 <(Ox10DD0O1 >
OpenS5L* req —new —key user.key —out user.csr —passin pass:-123456
Loading ‘screen’ into random state — done
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what iz called a Distinguizhed Mame or a DN.
There are guite a few fields but you can leave some hlank
For zome fields there will be a default value.
If you enter *.*, the field will be left hlank.

Country Name <2 letter code> [AUI:RU

OpenSSLy genrsa —des3d —passout pass:123456 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key, 2048 hit long modulus

OpenSSLy req —new —key uwser.key —out uwser.csr —passin pass:-123456

Loading ‘screen’ into random state — done

You are about to he asked to enter information that will be incorporated
into your certificate reguest.

llhat you are about to enter iz what is called a Distinguizhed Hame or a DH.
There are guite a few fields but you can leave some blank

For zome fieldsz there will he a default value.

If you enter *.’', the field will he left blank.

Country Name €2 letter code? [AUI:RU
State or Province MHame <full name) [Some—Statel:_

Locality Name: Hanpumep EKB (coKkpallieHHOe Ha3BaHWe CBOero ropoaa)

OpenSSLy genrsa —des3d —passout pass:12345%6 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key, 2048 hit long modulus

OpenSSLy req —new —key user.key —out user.csr —passin pass:123456

Loading ‘screen’ into random state — done

You are about to he asked to enter information that will he incorporated
into your certificate request.

What you are about to enter is what iz called a Distinguished Mame or a DH.
There are gquite a few fields but wvou can leave some hlank

For zome fields there will be a default value,

If you enter *.’, the field will he left blank.

[AUI1:=RU
State or Province Mame <full name?> [Some—-Statel:
Locality Name f<eg, city>» [1:
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Organization Name: ykasbliBaem COKpalLeHHO Ha3BaHWE CBOEeM OpraHM3aLUnm Ha aHITIMMCKOM.
B ' CAOpenSSL-Win32\bin\openssl.exe E@ﬁ

OpenS5SLy genrsa —des3d —passout pass:12345%6 —out user.key 20048
Loading ‘screen’ into random state — done
Generating RSA private key,. 2048 bit long modulus

e iz 65537 (Ox10DDmi>
OpenSSL> req —new —key user.key —out uwuser.csr —-passin pass:123456
Loading 'screen’ into random state — done

You are abhout to be asked to enter information that will be incorporated
into wvour certificate reguest.

lhat you are about to enter is what iz called a Distinguizhed Mame or a DN.
There are gquite a few fields but you can leave zome hlank

For some fields there will be a default value.

If you enter *.°,. the field will be left hlank.

Country Hame <2 letter code> [AUI1:RU

State or Province Mame (full name? [Some—Statel:

Locality Hame (eg, city) [l:ekh

Organization Name <eg,. company? [Internet Widgits Pty Litdl:_

Organizational Unit Name: yKa3biBaem COKpallleHHO Ha3BaHWe noapasaeneHmnn cBoen
OpraHM3auUum Ha aHIIMMCKOM.

B CAOpensSSL-Win32\bin\openssl.exe |£|E|ﬁ

OpenSSLy genrsa —des3d —passout pass:123456 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key, 2048 bit long modulus

e iz 65537 (Dx10001 >

OpenSSLy req —new —key user.key —out wuser.csr —-passin pass:123456

Loading ‘screen’ into random state — done

You are about to be azked to enter information that will bhe incorporated
into wvour certificate request.

llhat vou are abhout to enter is what iz called a Distinguished Hame or a DM.

There are guite a few fields but you can leave some hlank
For zome fields there will be a default value.
If you enter *.*, the field will be left hlank.

Country Mame (2 letter code> [AUI:=RU

State or Province Name <full name? [Some—Statel:

Locality Hame <eg. city? [l:ekh

Organization Mame <eg. company? [Internet Widgitsz Pty Ltd1:UBRR
Organizational Unit Mame (eg. section?> [1:

Common Name: yKka3sbisaem MerchantID (Homep Peteinepa)
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B ' C\OpenSSL-Win32\bin\openssl.exe = | B [

Open5S5L» genrsa —desd —passout pass:123456 —out wuser.key 2048
Loading °‘screen’ into random state — done
Generating RSA private key, 2048 bit long modulus

e iz 65537 {Ox1DDOi >
OpenS5L> req —new —key user.key —out user.csr —passin pass:123456
Loading *screen’ into random state — done

You are ahout to be asked to enter information that will bhe incorporated
into your certificate request.

llhat you are about to enter is what is called a Distinguished Mame or a DM.
There are gquite a few fields but vou can leave some blank

For zome fields there will be a default value.

If you enter *.*, the field will be left blank.

Country Hame <2 letter code> [AUI:RU

State or Province Mame <full name?> [Some-Statel:

Locality Name <eg, city>» [l:ekh

Organization Name Ceg,. company? [Internet Widgits Pty Ltd1:UBRR
Organizational Unit Mame <eg, section) [1:DREK UBRR

Common Hame {e.g. server FQDNH or YOUR name> [1:_

OcTanbHble JaHHbIE MOXHO He 3aM0/HATbL, NPOCTO HaXKnmas Enter.

6. Pain 3anpoca user.csr HEO6XO0AMMO OTNPABUTbL NO NIEKTPOHHOM NoYTe B
Ynoctosepsolwmii LleHTp BaHKa Ha 3n1eKTpoHHbIN agpec eqv@ubrr.ru. B Teme nucbma
06A3aTeNbHO yKa3aTb «3anpoc Ha cepTudUKaT aAna MHTepHeT-aKBaMpUHra»;

7. TMocne nony4yeHuna ¢aina user.csr baHK BbinyckaeT ceptuduKkat B popmate X.509
CPOKOM O€eNCTBUA OOMH rof, C UMEHEM USEer.pem M HanpasB/AsAeT ero BMecTe C
cepTMOMKATOM OTKPBLITOrO K/ItoYa, HA NEKTPOHHYHO NMOYTY, C KOTOPOM NpULLEN 3anpoc;
B TeueHue 2-x Hegenb Nocse NnoayvyeHmna cepTudmKkaTa HeobxoAMMo NpesoCTaBUTb B
BaHK 3aBepPEHHY0 CO CBOEWN CTOPOHbI pacrneyaTky cepTuduKaTa OTKPbITOrO Kakoua.

Mocne nonyyeHus ceptudmnKata He0HXOANMMO CKOMMPOBATL CreHepupoBaHHble Gpaibl TMYHOTO
cepTuduKaTa M NPMBATHOrO KAtOYa B Nanky: KopeHb caita/modules/ubrr/certs c umeHamu

user.pemu user.key COOTBETCTBEHHO.




