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B naHHOM PyKoBOACTBEe OnUCaHbl NpaBuJia paboTbl C NporpaMMoi, ee OCHOBHbIe
(pYHKLMHN, NOPAAOK YCTAHOBKMU M HAaCcTpouku. Nepea TeM Kak COBEpPLUNTb CBOIO
nepBylo cAesiKy, NoXKaJlyicTa, NpounTanTe BHUMaTeslbHO PyKOBOACTBO

no 3KCnJlyaTauum, 3To NoMoXkeT Bam nsberxkatb BO3MOXKHbIX OLUMGOK.

1.1 O6uwume cBegeHuns

Pa6ouee Mmecto QUIK ABNAETCA OCHOBHbIM MOJIb30BAaTEJIbCKUM MPUNTOXKEHUEM NMPOrpaMMHOIo
KoMMsieKkca, npeaocCrtasndrowmMm oCcTtyn K TopramMm um pPbIHOYHOW MHPOPMauuu Yepes NHTepHeT

B PEXXMME PEaNbHOIro BpEMEHU (MHTEPHET-TPERAMUHT).

1.1.1 OcHOBHbIEe (PyHKLMNN

MonyuyeHne nHcopmayuum

OfaHa 13 OCHOBHbIX BO3MOXHOCTEN — OTOOpaXkeHue 6mupxxeson MHOOPMaLUM B pexnme,
MaKCUMasnbHO NpUBAMXKEHHOM K peanbHOMY BpeMeHu. Pabouvee mecto QUIK nossonger HabnwoaaTb
3a TEKYLLMM COCTOSIHMEM PbIHKA, BKIOYas KOTUPOBKMU BTOPOIro YPOBHS (0Yepenb 3asBOK, UK TaK
Ha3blBaeMblI «CTaKaH» KOTUPOBOK), TaK U UCTOPUIO COBEPLLUEHHbIX CAENMOK. A TaK)Ke noJsly4aTb HOBOCTHU

OT MHDOPMALMOHHBIX areHTCTB U O6MEHMBATLCS COOBLLEHUSMU C GPOKEPOM.

Mpadukn n nHANKaTopbI

JduHaMuKa xoga TOproB HarnggHo npeacrasseHa Ha rpadukax. F(papukm B QUIK MOXHO BbICTpauBaTb
no Nto6oMy pbIHOYHOMY NapaMeTpy, C UCNOJb30BaHUEM MHCTPYMEHTOB TEXHMUYECKOro aHanm3a um
oTOOpakeHneM NCTOPUKN TOProB.. B npmnnoxkeHmnn peanmsoBaHo cBbiwe 30 MHAMKATOPOB TEXHUYECKOro
aHanusa, 1IMHUNU, yrnbol  Ayru qJVIﬁOHa‘-I‘-IM, a TaKXXe puncoeaHme TpeHaoBbIX, TOPU30OHTA/IbHbIX U

BEPTUKAJIbHbIX JMHUR, rpapunyeckmnx U TeKCTOBbIX METOK.

CoBeplLueHne caenok.

Pabouee mecto QUIK no3BongeTt BUAETb COCTOSAHUSA COBCTBEHHbIX CPEACTB KNneHTa, PopMmnpoBaTb
3359BKM Ha NOKYNKY/Npoaaxy LeHHbIX 6ymar u nepepasaTb UX Ha cepBep 6pokepa. NMoaaepxmeaeTcs
NporpaMMHbIN BBOJ, 3a1BOK CPeACTBaMM BCTPOEHHbIX S13bIKOB MPOrpaMMUpPOBaHUS U BBOSA, 3a8BOK

C rpagwumka.

CraHpapTHbIR dyHKUMOHaN Paboyero mecta QUIK no3BongeT HaCTPOUTb TaK Ha3blBaeMbli
«CKanbnepckum cTakaH» (BUA OKHa KOTUPOBOK), MO3BONAOLWMA NPY NOMOLLM KHONOK Ha NaHenu

OCYyLLEeCTBNATb ObICTPbIV BBOSA, 3a99BOK, B TOM YMC/1€ C MOMOLLbO TeEXHONOrMin drag-and-drop.

3KCI10pT M UMNOPT AaAHHbIX
BCTpOGHHbIe cpencTBa 3KCMopTa AaHHbIX NO3BOJISOT UCMOb30BaTb MOJIyYEeHHYH MHPOPMaLUMIO
B ApYyrnx nporpamMmmax — COBCTBEHHbIX Ba3ax AaHHbIX NOJb30BaTENS U CUCTEMAX TEX. aHANU3a.

Bo3MoXKeH 3KCNOpT AaHHbIX HE TONBbKO MO cAefikaM, HO 1 NMo NbbIM NapaMeTpamM TOProBom Ceccum.
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BbiBOA, A@HHbIX MOXET OCYLLECTBAATLCS KaK «TUKaMm» (T.€. MO KaXXA0M cOesnke), Tak U «CBeYKaMm»
(BaHHBIMM MO MHTEepBany BpeMeHu). dKcnopT B MS Excel n 6a3bl AaHHbIX ocywecTenseTcs yepes DDE

1160 ODBC 13 60nbWMHCTBA TabAUL, NPOrpamMmbl, BKAOUYASE OKHO KOTUPOBOK («CTaKaH»).

MMNopT TpaH3aKumMi NnpeactaBaseTr co60iM BO3MOXHOCTb MOAK/IHYEHUS BHELWHUX NPOrpamMm ans
aBTOMaTM3auum GopmMmMpoBaHMA 1 BBOAA 3asiBOK B TOProByto cuctemy. UMnopT ocywecrtenseTcs

nocpencTtsoM o6MeHa AaHHbIMK Yyepes TeKCToBble dannbl nnn yepes APL

1.1.2 Kak yCcTpoeH MHTepHeT-TpenauHr?

LleHTpanbHbIM 3BEHOM cucTeMbl aBnsieTcs cepeep QUIK. Cepsep noakntoyeH K TOProBbiM cMcTeMaM
OUpXK yepes crneuunasnbHble «LWAK3bl», Nepeaatolme cepsepy MHGopMaLmMlo 0 Toprax U cpeacraax
Opokepa Ha Bupxe, n NpUHUMaKOLWMe nopyyeHUsa Ha NOoKynKy/npoaaxy. Cepsep ocyuwecresngeT c6op
MHpOpPMaLMKN C TOProBbIX CUCTEM U €e TPAHCAALUIO BCEM aKTUBHbLIM (MOAKNOYEHHbIM) KIMEHTaM

C MMHMMaJIbHO BO3MOXHOM 3a4ePXKKOM.

¢

Waneos

X

AdmuHucmpamop Knuenm

Cepsep QUIK

ALMWHUCTPATOP CUCTEMbI PETUCTPUPYET NOJIb30BATENEN, YCTAHABIMBAET AN HUX NpaBa
Ha Nosb30BaHWe MHGbOPMaLMEN, a TaKKe onpenensieT IMMUTbI CPeACTB KIMEHTA, B Mpeaenax KoTopbixX

OH MO>XeT coBepLlaTb cOeNlKun.

Monb3oBaTeslb CUCTEMBI NONyYaeT BUPXKEBYO MHPOPMaLUIO O Xo4e OUPIXKEBbIX TOProB, AOCTYMHbIX
Ana Toproenn cpeancrteax N MOXXeT CaMOCTOoATE/IbHO y4aCTBOBAaTb B TOPrax, NocCbl/1ad 3adBKU

B TOProByl0 CUCTEMY HenocpeacTBeHHO ¢ Paboyero mecta QUIK.

CBa3b paboyero MecTa Nosb30BaTeENS C CEPBEPOM CUCTEMbI OCYLLECTBNASETCS Yepes ceTb MHTepHeT,
npoTtokon ceaA3n — TCP/IP. Bca nepenasaemMas Mexay CepBepoM U KIIMEHTOM UHDOpMaLmS
HaxoAuTCS B 3allMpPOBaHHOM BUAE, PAaCKOAMPOBATb €€ MOXHO TOJIbKO NMPU HaNU4YMKM KKoYa A0CTyna,
WHOMBUAYAJIbHOIO A1 KaXXO,0ro nosib3oBaTtesnsa cmcteMsbl. Koy AocTyna co3aaeTcs caMoCTOATeNbHO
KaXkabIM nonb3oBaTesieM. Bo nsbexxaHne HeCaHKUMOHUPOBAHHOMO UCMOIb30BAHMS KJIHOUYM JOCTYNa

OOMNONIHUTENIbHO 3alinlleHbl NaposieM.
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1.

2 Tpe6boBaHusa kK o6opyaoBaHuIo

Tabnuuy Tpe6oBaHMI K 060pyA0BaHMIO M MPOrpaMMHOMY 06GECMNEYEHN0 MOXHO MOCMOTPETb

Ha opunumanbHoM cante QUIK.

1.

1.

3 YcTraHOBKa nNporpamMmMbl

Monyuute anctpubytnes Pabouvero Mecta QUIK. Kak npaBuio, OH COAEPXUT HAaCTPOMKU AN
paboTbl C onpeaeneHHbIM cepeepoM QUIK, no3ToMy AoKeH 6bITb NOJyYeH HENOCPEACTBEHHO

OT opraHmsaumm, obcnyxxueatulen cepsep (6pokepa nMb60 6UPXKHK).

3anycTuTte NcnonHseMbln hann AUCTpnubyTnBa U cnegynte UHCTPYKLUSAM NporpaMmmel YCTaHOBKMN.
Mo okoHYaHuUKM ycTaHoBKM co3aactcs nanka QUIK B MeHo Windows: MNMyck/MporpaMmmel.

Ona HapeXXHoW B3aMMHOM naeHTUudmnKaumm cepBepHom 4acTm nporpaMmMHoro komnnekca QUIK um
KJIMEHTCKOM 4YacCTu Nonb30BaTend, a Takxke Ang 3awmtbl MHGOpMauuu, nepenasaemMon no KaHanam
CBSI3U, UCMONb3YeTCa KpunTorpaduyeckas sawmuta nHpopMauun. JONOAHUTENBHO A9 NOANUCH
TpaH3aKUMIM MOXET MCMNOJIb30BaTbCS I/IEKTPOHHAsA undposaga noanmce (AUIM), a Takke MexaHuU3Mm
ABYX@daKTOpHOM ayTeHTUdmKaumm. Cpeacrea 3almMTbl HACTPaMUBAOTCS Nosb3oBaTeneM B Paboyem
MecTe QUIK.

Ecnm Baw 6pokep npenoctaBmn OTAEAbHY MHCTPYKLMIO NO HAaCTpoOMKe ayTeHTUdmKaumm v dLUIM,
BbINOJIHUTE ee. Ecnmn Takas MHCTpyKUMS He NnpeaocTaBneHa, nonyymnte y Bawero 6pokepa
nHdopMauuto, HeobxoanMyto Ansg HacTporkm B PaboyeM Mecte QUIK mexaHn3mMoB
ayTeHTUdUKaumm v UM, JaHHaga nHpopmMaumna ooKHA BKAOYaATb B ceb5 OTBETbI Ha Takue

BOMPOChbI KakK:

KakuM crnocobom byneT NnponucxogmTb ayTeHTUDUKaUMS Ha cepBepe QUIK, kakon
KpunTtonposanaep 6yaet npu 3TOM UCMONb30BaATLCS;

éyneT nn ncnonb3osatbcs UMM, ¢ nOMOLWbO KaKOro KpMNTonpoBanaepa.

BbinonHUTE HAaCTPOMKKU ayTEHTUDUKALUU N KpUNTOorpaduieckon 3awmtbl MHOOpMaummn. na 3Toro
YCTaHOBUTE UNN BblGEPUTE U3 CMUCKA YCTAHOBNEHHbIX KPpUNTONpPOBanaep, KOTOPbIA UCNOAb3yeTCs
BawuM 6poKepoM, U BbIMOMHUTE ero HacTpownky. B cncteme QUIK nopnepxxmBaetcs paboTa co

cneaylwmumMm KpunTonpoBangepamu:

qrypto32 - 6a30Bbl1 MEXaHU3M ayTEeHTUDUKALMM MO TEXHONOMUNU
«lMy6nunyHbIN/ceKpeTHbIM» KoY. OnucaHue npouenypbl reHepaumm Knoven goctyna cm. B
PykoBoacTBe nonb3oBatens MporpaMmmel 4na CO34aHUA U yNpaBieHUs Kiarnvyamu
(KeyGen). NporpaMmMa nocTaBnsieTcs B CocTaBe gucTpmbytmea. OnmcaHme npouenypsbl
HacCTpOMKM Kn4en cMm. B n. 1.5.

MP - onucaHue cm. B n. 1.6.

OpenSSL - onmncaHne cm. B n. 1.7.

Hob6asneHne u BbIOOp KpunTonpoBangepa ong wudpposaHmusa n UM B Pabouem Mecte QUIK onucaH B
n. 1.4.
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http://arqatech.com/ru/products/quik/terminals/user-applications/quik-workstation/

Onqa 3anycka Pabouvero mecta QUIK ucnonb3symnte gapnbik UHdopMmaumoHHo-Toproeas cuctema QUIK
(dbawnn info.exe).

1.4 [do6aBneHue u Bbl6bOp KpnTonposangepa
B HacTpoikax Pabouero mecrta QUIK

1.4.1 Pe>xnm wndposaHun
JaHHbIN pexxnuM ncnonbsyeTcs ong paboTbl N0 3alUULLLEHHOMY KaHany CBS3U KNMEHT-CcepBep.
1. 3anyctute Pabouvee mecto QUIK. B oCHOBHOM MeHI0 BbibepuTe NyHKT Cuctema / Hactpoiiku /

OCHOBHbIE HAaCTPOMKM...

2. B oTKpbIBWIEMCS OKHE BbibepuTe BKNaaky «Mporpamma / LUndpposaHmes.

HacTpoiikn knueHTckoro mecta X

=~ Mporpanma

- TlaHENM MHCTPYMEHTOER
- MonyyeHmne gaHHen
- CoxpaHeHmne AaHHbIX

. Dainel HacTpoek .
HacTpoiikn no ymonqanne: |

LWndpoeate ¢ nomowbsio CK3M: | CQrypto32 |

Texywee coctoanne CK3M: |HEEKTMEHO

- 33aMEHA NHCTPYMEHTOE

- KoHTexkcTHoe MeHio
- IKCNOPT A3HHBIX

- bydep obumena

. IpndTe

- 3BYKN

- HoeocTu

=~ Toprosna

[+ 3anBkn

.- Hactpoiika cuetoB
- 3AKPBITE NOINLWIA
- Knuentcewii noprdene
[#- KoTupoeku

- [leHexHan egrHLa
30N

[#- CooBLyeHna

- Okna

Cnpaeka Otmena

Ha)xmMmnTe Ha KHOMKY E] «WndposaTb ¢ nomMowwbio CK3U».

OTKkpoeTcsa okHO «PaboTa ¢ KkpunTonpoBanaepamMmu». OKHO COOEPXKUT CMUCOK YCTAHOBMAEHHbIX

KpUNTOMpPOBaiAEPOB, a TAKXKe Habop KHOMOK A4S YNPaBJIEHUS UMU:
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PaBoTa ¢ kpunTo-nposaiepamu *

CrMCoK YoTSHOBNEHHE KR O-NpOEaiiepoe

Brifpare

Hactpoure

IofaemTe HoBBIA

Ypanure

Cosnars ko

YeTaHoEMTE CERTHRHKST

< > 3akpeme

OnMcaHHe KpHMTO-NPoESMLERS

3. [na no6aBneHnss HOBOro KpMNTONpoOBanaepa HaAXKMUTE Ha KHOMKY «[J06aBUTb HOBbIN». Mpun

Ha>XXaTUM Ha KHOMKY OTKpbIBaeTC4d OKHO cieayrLulero suaa:

[Jo6asneqne kpunTo-npoeaiigepa x
HazsaHme OnucaHue
|DpenSSL_F'rovider | |DpenSSL_F'r0vider |

PP 2l MENOAHASHMOro Mogyna
|D:\Frc-nt_1 4Open5SL_Prdl |

% alin HacTpoOEK. KpUMTO-NPOBaiidepa
| D:WFrant_140penSSL_Prini |E:}

Hotaeure Orras

B okHe «[Job6aBneHue KpUNTo-npoBangepa» 3anosHuUTe cieayoLive nong:

«Pann UCNONHAEMOro Moaynsa» — nNyTb K danny 6nbnnotekun wmndposaHud. Ecnm dann
yKasaH BepHo, nong «HassaHue» n «OnnucaHme» 3anonHaTCcs aBToMaTUYECKMU.

«@Pann HaCcTpoek KpuntonpoBanaepa» — NyTb K anny HacTpoek WudpoBaHus.

[0na coxpaHeHus HAacTpoeK HakMuTe «[1o06aBuUTb». UTOObI 3aKpblTb OKHO 6e3 CoOXpaHeHus

HaCTpoekK, HaXXMute «OTKa3».

4. [lo6aBneHHbI KpunTonpoBanaep NosIBASIETCS B CMUCKE YCTAHOBAEHHbIX KPUNTONPOBanNaepoB:

PaGoTa ¢ kpunTo-npoeaigepanm x
CnWcoK YoTaHOBNEHHBIX KPUMTO-NPOBARLEPOE
MultiPurpose_SSP1_Provider [MuliPurpoze S5PI_F
u] ] 0 s =

] a5 Y
Qrpto32 [Qypta32 HactpouTe

JoSaEUTE HOBLIG

Yaante

Cosnats Kk

YeTaHOBMTE CEpTHdHEAT

< > 2akpeme

On1caHue KpUMmo-NpoEaiaepa

5. Bbliaenute HY>XHbIM KPUNTONPOBaNAEP N HAXKMUTE KHOMKY «Bbi6paTb».
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1.4.2

Pexxum OLN

JaHHbIN pexxuM ncnonbsyetcs ong paboTbl ¢ ucnonbsoBaHuem L.

1. 3anyctute Pabouee mecto QUIK. B 0OCHOBHOM MeHI0 BbibepuTe NnyHKT Cuctema / Hactpoiiku /

OCHOBHbI@ HaCTPOMKM...

2. B oTKkpbiBLIEMCS OKHe BbibepuTe BKNagky «Toprosns / dLUMN».

HacTpolikn knueHTckoro mecta

EN

porparta
- [aHeM HHCTPYMEHTOE
- [onyyeHHE aHHE:X

- CORpaHEHHE 0aHHEIH

- P afinel HaCTROEK,

- JatdEHa HHOTPYMEHTOE
- KoHTEKCTHOE MeHD

-+ JKCMOPT AAaHHEIX

- bypep ofimeHa

- TR

- JeykH

- I MeppoBaHUe

QEQCTH

- | OprogEnA

H- 3aABkM

- HacTpalika cyetos

- 33K PEITHE NOSMLME

- FMEHTCRMA NOpT$es
H- K.OTHPOBKM

- [eHewHan eguHHLa

ER
-0
T

- 3N

oofWEHHA

KHa

EPHHAAEHEIE Mgy B

[ Nenare LN Ha CKIAM:

Terywee cocToaHue CK.3M:

Cnpaexa

| MultiPurpoze_SSPI_Provider

L]

He patoraet

Sarpysute

Hactpoure

oK

OTreHa

HaxXMuTe Ha KHOMKY D «denatb UM Ha CK3Wx».

OTKpoeTcs OKHO «PaboTa ¢ kpuntonpoBanaepamm». OKHO COOEPXKUT CMUCOK YCTaHOBIEHHbIX

KpMI'ITOI'IpOBaVi,D,epOB, a TakXe Ha60p KHOMOK ONn4a ynpaBneHna nMu:

£

PabBota ¢ kpunTo-npoeaiigepamu

CRMooK YoTAHOBNEHHEX KM O-MPOBaHIEpoE

OnucaHKe KpWITO-NPoESHALEpa

X

Brifipare

Hactpoure

T ofaEHTE HOBBIA

Yganure

Cosaare ko

YeTaHoBMTE CEPTH®MKAT

Jakpeme

3. [na no6aBneHmss HOBOro KpMNTONpPoOBanaepa HaXXMMTE Ha KHOMKY «06aBUTb HOBbIN». MNpu

HaXXaTun Ha KHOMKY OTKPbIBae€TC4d OKHO Ccieayrulero spaa:

PykoBoacTBO nonb3oBaTtena QUIK,
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[JoBaeneHne KpunTo-Npoeaigepa X

HazsaHme OnucaHue
|DpenSSL_F'rovider | |DpenSSL_F'r0vider |

9P 2l MENGAHASHMOrD Mogyna
|D:\Front_1 4Open5SL_Pr.dl |

% alin HacTpOEk. KPMMTO-NPOBaidEpa
| D:\Frant_140penSSL_Prini |E:}

HotaeuTe Orras

B okHe «[Job6aBneHue KpUNTO-npoBanaepa» 3anosiHuTe cneaywuime nonga:

«®aiin ncnonHaeMoro Moayna» — nyTb K danny 6ubnnoteku wmdposaHusa. Ecnm gamn
yKa3aH BepHo, nonga «HaseaHme» n «OnmcaHme» 3anoNHATCS aBTOMaTUYECKN.

«Pann HacTpoek KpuntonpoBanaepa» — NyTb K anny HacTpoek WudpoBaHus.

Onsa coxpaHeHus HacTpoeK HaxkmMuTe «[1o6aBUTb». YTOObI 3aKpbITb OKHO 6€3 COXpaHEHUS

HacTpoek, HaxxMuTe «OTKas».

4. [1o6aBneHHbIi KpUNTONPOBANAEDP MOSABASIETCS B CMUCKE YCTAHOBMEHHbIX KPUMTONPOBANAEPOB:

PaboTa ¢ kpunTo-npoeafigepamm *
Hacrpowure

JoSaEUTE HOBLIG

Yaanure

Cosnats Kk

YeTaHOBMTE CEpTHdHEAT

< > 2akpeme

O nMcaHue KpUMTo-NpoEaAaEpa

5. Bbloenute Hy>XHbI KpUNTONPOBANAEP U HAXXMUTE KHOMKY «BblbpaTb».

1.5 Hacrtpoika wundppoBaHma cpeacTtBaMm
6unbnunorexkm qrypto32

Mocne reHepaunm NyGANYHOIO U CEKPETHOMO KKYEN MO MHCTPYKLUMK, ONUCAaHHOM B PykoBoacTee
nonb3oBaTens lMporpaMmbl ANs Co30aHUA 1 ynpasneHus knovyamu (KeyGen), nonyuute ot 6pokepa
NoATBEPXOEHUE perncTpaumm ny6anyHOro Kaya u HacTporTe Kpuntonposangep B Pabovem mecTe

QUIK cnepyowmm obpasom.

B okHe «PaboTa ¢ KpynTonpoBanaepamMu» Bblaennute Kpuntonposanaep qrypto32mu HaxxMmTe Ha

KHOMKY «HacTpouTb».
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PaGoTa ¢ kpunTo-npoBaigepanu X

CRMGCOK YCTAHOBNEHHEIR KEMIMTO-MPOEAAAEP0E
MuliPurpoze_S5SPI_Pravider [MultiPurpose_S55PI_F

OpenSSL_Provider [OpenSSL_Provider

JloSaEHTE HOBEIA

Brifipare

Ypanute

Coznare kawmy

YeTaHOEWTE CERTHEMEAT

< > 3aKpeme

0 nMCaHHE KPHMTO-NPOEaFAEPa

B OTKpPbIBLUEMCS OKHE YKAXKUTE NMYTU K NYBIMYHOMY U CEKPETHOMY K/IHOUYAM:

Tekywne HacTpoikun x

Hcnonbsyetbii ®akn HAacTpoek.

| [:4Front_Thgrypto.cfg |

T aiin ¢ NYEAHYHBIMIA KADHEMA
|.\Key\pubring.txk |

Paiinc CEKPETHEIMK EMOHarH

| kevhsecring. tsk |

CoxpaHuTs Orkaz

Mcnonb3yeMbin pann HacTpoek 6yneT BbIGpaH aBTOMaTUYECKMU.

HacTpowka 3aBepliaeTcs Ha)kaTmeM Ha KHOMKY «COXpaHUTb».

1.6 Hacrpounka wncpposaHusa m UM cpeacreamm
6unbnnorekn MP

1.6.1 HacTtpoiikun npoBaigepa

B okHe «PaboTa ¢ KpunTo-npoBanaepamm» Bblaenmte Kkpyunronposamaep MP 1 HaXXMUTe Ha KHOMKY

«HacTpouTb».

Pabeora ¢ kpunTo-nposaigeparmn et

CRMCoK YeTAHOBNEHHE KEHIMTO-MPOEaHIEpoE

BriSpare
DpensSL_Provider [OpenSSL._Provider]

JoSaemTe HOBBIM

Yaanure

Coznare ko

YeTaHOBWTE CEPTHpMEAT

< > 2akpeme

O nMEaHUe KpUMTO-NpoESALEpa

PykoBoacTBO nonb3oBaTtena QUIK,
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OTKpbIBLUEECS OKHO NMpeaHAa3HAYeHOo As Bbi6Gopa CXeMbl ayTEHTMOMKALMMU, @ TaKXKE 419 NPOCMOTpa

U pefakTMpOBaHMSA HAaCTPOEK KpMNTO-NpoBanaepa s pexxmumos wnupposaHmsa n JUMN:

HacTpoiikn npoealigepa x
AYTeHTUDNKELAR
Mo MMEHK W Napono ~
LntposaHMe
CepuitHBIR HOMED:
WsaaTens cepTHMKaTa:
Bnagenew, cepTHMKaTa:
Mepuon ARACTEMA CepTUdMKETA!

MapaMeTpel NPOBEPKK CEPTUBMKETE

NokanbHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHMKAT Ha OT36IE: Bhikn,

HacTpouTe
3un
CepHitHEIR HOMED:
WsaaTens cepTudmxaTa:
Bnapenel, cepTudmraTa:

Mepuoa AEACTEMA CEpTHdMKETA:

MapaMeTpel NpoBepiu cepTUdMKaTa

NokanbHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHAMKAT Ha OT36IE: Bhikn,
HacTpouTe

B BbinagatoweM cnucke «AyTeHTupukaums» soibepute cxemy ayTeHTUOUKALUN:

«onpenenseTcs cepepom» — cxemMa ayTeHTUdUKaumm, HaCTpOeHHas Ha cepBepe No YMOJNYaHMUIO;
«Mo cepTudUKaTy NOJIb30BaATENIA» — CXeMa ayTeHTUPUKaumm no ceptudukaTy nosbiosartens. Ans
paboTbl MO AaHHOM CXeMe ayTeHTUhUKaLUM HEOBXOAMMO CO34aTb KIKOYU N YCTAHOBUTL
cepTnoukaT wndposaHma (cm. n. 1.6.2, 1.6.3);

«B AOMEHEe No MMEHU U Napoo» — CXeMa ayTeHTUPUKaLMU NO LOMEHHOMY UMEHU U Napoio;
«MNO MMEHU U NApOO» — CXeMa ayTeHTUdUKaumMm No UMeHn n naposnt. CxemMa coBmecTmMma ¢

Nto60oW U3 UCNOMb3YEMbIX HA CEPBEPE CXEM ayTEHTUDMKALUM.

Ana pa6oTbl B pexxumax wudpoBaHua n LM MoxkeT MCNONb30BaTbCA KaK OAMH,
Tak 1 pa3Hble cepTudukaTbl. MapameTpbl KpunTonpoBaiaepa ana pa6oTbl B
pe>kume wncdpoBaHma n B pexkuMme ILIMN HacTpanBaloTca oTAENIbHO U HE3AaBUCUMO

ApYr oT apyra.

B cnyyae ncnonb3oBaHmMsa ayTeHTUDMKALUM «NO cepTUdUKATy Nonb3oBaTens», Heo6xXoaAMMO yKasaTb
KNHOYEeBOM KOHTeNHep ons wudposaHua n / unm JUIM, HaxkaB Ha KHOMKY «HacTpouTb». Bbibop

K/IIOYEBOr0 KOHTEMHEPA OCYLLECTBAAETCA OAHUM U3 CeayrLmMX CNoco6oB:

«®ann ceptudurkaTa» — ykasaTtb danin ceptudukarta, CBI3aHHOIO C KNHOYEBbIM KOHTEMHEPOM.

PykoBoacTBO nonb3oBaTtena QUIK, 10
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Knrou n cepridukar wingposaHna X

(®) daiin cepTudmkaTa

| DeyQUIK certsicert_1.cer Brifpats

() ew cepridmrara
BribpaTb

() Kniovesoli koHTefHep

[WenonssosaTe nokankHoe XpaHuaMwLe MK

[CINposepaTs cepTdMKaT Ha oT36IB

Cancel

«Xew cepTuduKaTa» — ykasaTb Xew cepTudumkaTa, CBA3aHHOI0 C KNHYEBbIM KOHTEMHEPOM:

r 1
BesonacHooTe Windows @

Bribop cepTudmKkaTa

Metpos Metp MNeTpoBKy
Wzaarens: VBer Test CA
JeiicteuteneH c: 08.05.2014 no 27.1...

pocMoTpeTs CBOMCTER CEpTHdNK,. .

)

Fa
g

Cuaopos Backamia AHApee..
@ WMsparens: VBer Test CA
=4 OeiicremTener ¢ 15.05.2014 no 27.1...

Al

| Baonawss AHapel CMAOROE.
[ @ Wzgarene: VBer Test CA
=4 Heiicteutenen c: 15.05.2014 no 27.1...

[ ok || Omera

«KntoueBom KOHTENHepP» — BblIOPaTb KNHOYEBOW KOHTEMHEp.

Takxe B ananore «Knoy n ceptudukat wudbposaHms / SLUM» MOXKHO yKasaTb clieayroLlme HaCTPOMKK:

«Mcnosb3oBaTh JIOKanbHOe XpaHunumue MNMK» — npu ycTaHOBNEHHOM MpU3HaKe K4 HaxoauTtca

B JIOKAa/IbHOM XpaHuUanwe KoMmnbkoTeEpa, MHa4ye — B XpaHuUnunwe TeKywero nosib3oBartend.

«lMpoeepka cepTudmMKaTa no CrUCKy OT3biBa» — MPW YCTAHOBIEHHOM MPU3HAKe NPOU3BOAUTCS

npoBepka cepTudmUKaTa KpUNTo-NpPoBakaepoM Mo CNUCKY OT3biBa CEPTUDMKATOB.

HacTpoiika 3aBepLluaeTcs HaXaTMeM Ha KHOMKY «OKs».

1.6.2 FeHepauusa KAO4YEBOM Napbl U 3anNpoca Ha cepTudumkar
Onsa paboTbl C CepBepoOM Yepes KaHan, 3almiaemMblii NocpencTsom nposanagepa MP, u/uwnun ang

OTNPaBKM TPaH3aKLUMUA Ha cepBep C ucnonb3oBaHuem UMM ¢ nomowbio 6UbANOoTEKM MP HEO6XO0AMMO:

1. Co3paTb KNKOY cepTUdUMKaTa.

2. Monyuuntb cepTudmkar.

PykoBoacTBO nonb3oBaTtena QUIK, 1 1
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3. YcTaHoBUTb cepTUdUKaT (NnoapobHee cMm. n. 1.6.3).

Onsa co3paHma Knoya B OkHe «PaboTa ¢ KpunTo-npoBanaepaMmms» BbloenanUTe HYXKHbIA KPUMNTO-

npoBaiiaep KypcopoM U HAXKMUTE KHOMKY «COo34aTb KHOU».

PaGoTa ¢ kpunTo-npoeaigepanm x
CRWGOK YCTAHOBNEHHEIR KPHMTO-NPOBaHAEPOE o
- = - bifpaTE
MultiPy SSPIProvider [MultiPurpose B
OpenSSL_Provider [OpenSSL_Provider]
Qrypto32 [Aypto32] Hacrpoume
JoBaEuTE HOBRIN
Yaamme
HCTAHOBMTE CEpTHEMKAT
< > 2akpeTe
O nMcaHue Kpurmo-Npoeaiaepa

B OTKpPbIBLUEMCSA OKHE YKA)KUTE MECTO CO34aHUSA U XPaHEHUS KHOUYEBOro KOHTeMHepa (B ciyyae
ncnonb3oBaHus JaCarta unm eToken TpebyeTcs NpeaBapuTeNbHas YCTaHOBKA COOTBETCTBYHOLLMX

NpOrpamMMHbIX NPOAYKTOB):

Hocutene kakeyesoro KoHTelHEpa *

YKEKMTE HOCUTENE KIIDHEE0rD KOHTERHEPA:
() JaCarta
(CeToken
(®)MS CSP Key Storage
() Apyroii (yKasaTe KpMNTO-NpoBaiAinep)

Microsoft Base Cryptographic Provider v1.0

lanee OTMeHa

o «JaCarta» — 3aKpbITbI KJ1KOY XPaHUTCSA B HEU3BNEKaeMon NamMaTtu (6penok);

o «eToken» — 3aKpbITbIN KIKOY XPAHUTCS B HEU3BNEKAEMOMN NaMATU (Bpenok);

o «MS CSP Key Storage» - cTaHOApPTHbIM HOCUTENb KIHOYEBOro KOHTEMHepa. ObpabaTbiBaeTcs
¢ nomouwbio Crypto API n CSP «Microsoft Strong Cryptographic Provider»;

o «[pyrom (ykasaTtb KpunTo-npoBanaep)» — BbIOOp ApYyroro Kpunto-nposanaepa.

HaxkxmuTe KHOMKY «[anee» 1 yKaxKnte napamMeTpbl CO34aHUS KHOUYEBOV Napbl M 3anpoca

Ha cepTuduKart. MapameTpbl, 0693aTeNbHbIE AN 3aN0NHEHUS, MOMEYEHbI « ™ »:
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CozgaHne KNFOUEBOI Napsl U 3aNpoca Ha CepTUduKaT X

MapaMeTpbl CO3AEHHA KNOHES0A Naps!

KpunTo-npoeaitgep: | Microsoft Strong Cryptographic Provider |

MMA knoyesoro koHTefdepa: | Container |

Tun KnioHa: (Oofmes  ()Moanmcs (@) OBa sapuaHTa
AnuHa knkoua (BuT): 1024
MUHMMaNEHSA ONMHE: 384
MakomaneHas AnuHa: 15384
MapaMeTpkl 3aNpoca Ha CEPTUGMKET
Brageney cepTudmkaTta
oAC: | MNeTpos WeaH Cepreesid
*Email: | petrov@agmail.com
*OpraHuzaLwIs: | DAD WHeecT”

Tonpasaenerite | MNEHOB0-SKOHOMWYECKMI OTARA

“llomKHOCTE: | CreutanmcT
*Topoa: | Bepack
*0finacTb: | HCo
*CTpara: | R
@aiin 3aNpoca Ha cepTHduKaT
| D:'Front_1\certrequest.pem | BribpaTe

TopMaT daina 3anpoca Ha cepTudMKaT

@pPeMm  (CIDER

Cancel

1. Ecnm nonb3oBaTenb paHee co3aaBaJsl KJloueBble napbl C NOMOLbIO AaHHOTO
nHTepdelica, 1 3HaYeHUa NapaMeTpoB NponucaHbl B paiifie HacTpoek, U ecnum
KpUNTOo-npoBaiaep CoBnajaeT C KpUnrto-nposanaepom, BbiI6paHHbIM
nonb3oBaTesieM Ha ware 1, To Nonsa Avanora aBTOMaTUYECKU 3arnosIHAKTCA
COOTBETCTBYIOL{MMM 3HaYeHMsIMU u3 cdaina HacTtpoek (kpome nonsa «Uma
KJIIOUEBOro KOHTelHepa>»).

2. B none «CTtpaHa>» BBOAUTCS ABYX6yKBEeHHbI KOA CTpPaHbl No ctaHaapTty ISO
(«ru» - Poccuiickas ®enepauusn).

Hanee daiin 3anpoca Ha cepTudmMKaT Heo6xoaMMOo nepenaTb 6poKepy Mo 3apaHee 0roBOPEeHHOMY
KaHany CBA3M U MONy4YnTb OT 6pokepa darn ceptTudukara.

Ecnm 6pokep caMmocTossTensHO opMupyeT cepTudmKaTt oasa KIMeHTa, TO KIMEHTY NpeaocTaBasieTcs
KOHTEMHEP C CEeKPETHbIM KUOM (dain ¢ paciumpeHmneM *.pfx). KIMeHT AoNXKeH yCTaHOBUTb

nosly4yeHHbIn pann, cnegya MHCTPYKLUMM MacTepa YCTaHOBKMU:
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- -
MacTep ¥MNopTa CepTHEWKATOE @

Macrep nmnoprta ceptiguKaToe

3TOT MACTEP NOMOMAET KONHPOBATE CEpTHMKATE,
CAHCKM AOBEPHA H CIMCKH OT3EIES CepTHAHKATOE ©
MOKANEHOMD ANCKS B XPaHHIMLE CEpPTHHHKATOE,

CepThdiaT, BEIAEHHEIN WEHTROM CEpTHHMEALMA,
AENAETCA NOATEEMASHHEN EAWEH MHUHOCTH M
COAEPHHT HHPOPMALUHKD, HEDBROAHMYHD ANA 3SWHTEI
ASHHEL MM YCTEHOBNEHHA 3AlLHILEHHEIX CETEELIX
MOAKAHIYEHHH, XPaHHAMWLE CEPTHDHIEITOE - 3TO
0BNacTE CHOTEMB, NPEAHASHAYEHHARA ANA XPEHEHHA
CEpTHIbMKATOE,

ANA NPOACAMEHMA HEMMHTE KHOMKY "flanee”,

< Hazan

CTMEHS

CepTuduKaT TakXKe MOXHO NONy4YuUTb Yepes web-uHTepdenc yagocTtoBeparoLwero LeHTpa (nogpobHee

CM. [1pnnoxeHune 2).

[Janee MOXHO nepexoauTb K YCTaHOBKe cepTudukaTta yepes popMmy (CM. n. 1.6.3).

1.6.3 YcraHoBKa cepTtudpukarta

B okHe «PaboTa ¢ KpunTo-NnpoBanaepamms» BblaeanUTE HYXKHbIM KpUATONpoBamngep U HaXxxMuTte

Ha KHOMKY «YCTaHOBUTb CEPTUDUKAT».

-

PaboTa ¢ kpunTo-NpoEaiiaepamn

CRMCOK YCTAHOENEHHEL KPMITTO-NPOBAHLEPOE

Brid
MultiPurpoze SSP1Provider [MuliPurpos EEERal

Hactpoure
JofasuTe HOBRIG

Ypame

LCospare ko

Y CTAHOBMTE CEPTHgMEAT

< | LU} > Jakpemb

LI

0 nkcaHue KpUMTo-NpoEaHaepa

B OTKpbIBLLEMCS OKHE YKaXXMUTe HOCUTENb KIKOYeBOW napbl 1 dann ceptudumkaTta:

r ~
Ycranoeka ceprvdmkara @

Yk asuTe HOCHTENE KIYEE0A napel:

() JaCata () eToken @) Standard Key Storage

YkamHTe ®ain cepTHEHKRATE:

DoAOUIK certshea_test_cert. cer BriSpate

HCTaHUBuTb] [ OTreHa ]
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[ns ycTaHOBKM BbIGPaHHOIo cepTuUdmrKaTa HAXKMUTE KHOMKY «YCTAaHOBUTb» (B 3aBUCMMOCTU

OT MCMONb3YEMOro HOCUTENSA U CepTUDMKATA CUCTEMA HA AAHHOM Luare MoXeT noTpe6oBaTtb BBECTU

naposb).

1.7 Hacrtpoika wuncdpoBaHusa v UM cpeacrBamm

6nbnmnorekn OpenSSL

1.7.1 HacTpoikun npoBaiaepa

B okHe «PaboTa c KpunTonpoBanaepamMu» Bolaenute Kkpyntonposangep OpenSSL 1 HaxxMuTe Ha

KHOMKY «HacTponuTb».

PaBeora ¢ kpunTo-nposaigepamn bt

CRMCoK YoTAHOBNEHHE KEHITO-MPOEaHIepoE
BriSpare

JosaemTe HOBBIA

Yaanure

Coznare ko

YCTaHOEWTE CEPTHpMEAT

< > 2akpemb

O nMEaHHe KpUITO-NPoESALEpa

OTKpbIBLWIEECS OKHO NpeaHa3HavyeHo 418 Bbibopa cxeMbl ayTeHTUdUKaumm, Bbibopa ceptudmnkaTon

wmndposaHug 1 JLIM, a Takke A4ng NnpocMoTpa napamMeTpoB BblIOpaHHbIX CepTUDMKATOB:

HacTpoikm

AyTeHTUdMKALMA no CEPTUMKETY Nonb20BaTena W BrifpaTe
Bnanenew: Tech_Userd2
MzpaTens: arga.ru
CepuitHeli HomMep: 00D5 FA1S C975 975F 82
Cpok aeicTena: c: 26.07.2017 no: 26.07.2018

InexTpoHHo-LMdpoBan moanMce BribpaTb
Bnaaeneu: Tech_Userg2
MzpaTens: arga.ru
CepuitHeli Homep:  00DS FAL18 C976 975F 82
CpoKk AeicTBMs: cr 26.07.2017 no: 26.07.2018

MyTb K XPAHANWLLY CEPTUHOUKETOE

| certs\store.pem BribpaTe

X

MpoBepATE CEpTHGMKST CEPEEPa

MyThb K Nanke KopHeBLIX cepTUdMKaTos

| certe\CA | Brifpate

n‘j'Tb K Nanke MWCKoE OT3bIE0E

| certs|CRL | Brifpate

Ommera

B Bbinapatowem cnmucke «AyteHTudurKaumsa» Bblbepute cxemy ayTeHTudumuKaumm:

PykoBoacTBO nonb3oBaTtena QUIK,
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«onpenenseTcs cepeepom» — cxema ayTeHTUdurKaumm, HacTpoeHHas Ha cepeepe N0 YMOYaHULO;
«No cepTUdUKaTy NoNb3oBaTeNSa» — CXEMa ayTeHTUdMKaLUM No cepTudukaTy nonbsosaTtens. Ons
paboTbl N0 AAaHHOM CXeMe ayTeHTUdUKaLUM HeobxoanMMo Co34aTb 3anNpocC Ha cepTudmkaTr

M YyCTaHOBUTb ero (cm. n. 1.7.2, 1.7.3);

«B AOMEHEe MO MMEHU U NapPOIo» — CXeMa ayTeHTUPUKaLMM NO LOMEHHOMY UMEHU U Mapoto;

«MO UMEHM M MApOJI0» — CXEMA aYTEHTUDUKALUMU MO MMEHU N NAPOJILO.

AOns pa6oTtbl B pexxumax wmdpoBanuua n LM moxker MCnosib30BaTtbCA KakK OQWH,
Tak n pa3Hble cepTudukartbl. MapaMeTpbl KpunTonposanaepa Ana pabortbl
B pexkuMme wmndpoBaHna n B pexkume JLIMN HacTpanBaroTca OTAE/IBHO U HE3AaBUCUMO

Apyr ot gpyra.

B cnyyae ucnonb3oBaHUga ayTeHTUDUKALUM «NO CepTUDUKATY Nosb3oBaTensa», Heo6xXoaAMMO Co3aaTb
3anpocC Ha cepTuduKaT, HaXKaB Ha KHOMKY «BblBbpaTb» (nogpobHee c™m. n. 1.7.2). Echm B cucteme
YCTAHOBJIEH CePTUDMKAT, TO MO HAXKATUIKO HA KHOMKY «BblBpaTb» OTKpOETCS OKHO Bbi6Opa

ceptndumkara. lNMocne Boibopa cepTndmMKaTa B paMKe oTobBpasaTcs ero napameTpbl.

Mo Ha)aTuo Ha CTPEeNKY OTKPbIBAOTCA MapaMeTpbl HACTPOMKU CXEMbI ayTEHTUDUKALIUK
«no cepTuduKaTy nosnb3osBaTens» A1 YCTaHOBKM NPU3HaKa NpoBepKu cepTuduKkara cepsepa, a Takxe

OJ15 BbIGOpa NyTei K Nankam Co CNMCKaMM OT3bIBa M KOPHEBbLIMU cepTUdMKATaAMMU.

HacTpoika 3aBepLiaeTca HakaTMeM Ha KHOMKy «OK».

1.7.2 NeHepaumuna 3anpoca Ha cepTucdukar

YTo6bI NONYUMTb OT GpoKkepa ¢ainn cepTudmrkaTa, HE06X04MMO NO 3apaHee OroBOPEHHOMY KaHany

CBS3M nepepnatb eMy dann 3anpoca Ha cepTudumkaT, chopMmpoBaHHbIn B Pabouem mecte QUIK.

[vanor co3gaHma 3anpoca Ha CepTUdUKAT MOXKHO OTKPbITb B HACTPOMKaX KIMEHTCKOro MecTa

cneayrLwmmMm cnocobamu:

B OKHe «PaboTa c KpunTonpoBanaepamms» Bblaenmte kpuntonposamagep OpenSSL n HaxxmuTe
Ha KHonNKy «Co34aTb KN4»;
Ha BKlaake «Toprosns / SLUM» HAXKMUTE HA KHOMKY «3arpy3nTb». B OTKPbIBLUEMCS OKHE HaXXMUTE

«3anpoc».
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MapaMeTpbl, 0693aTeNbHbIE 419 3aN0IHEHNUS, MOMEYEHbI & »:

3anpoc Ha cepTgmkar *
Bnaneney
*TonHoE MMA: | WeaHos Bnagumup HuKonaeeuy
*Email: | ivanov02@test.com
HOpraHuzauan; | TESTINVEST

WMHH: |

ToapasaensHue: | Otaen01 |

=[] OMAHOCT: | Cneupsanict
*Topoa: | HosocuBupok
*PeruoH: | HCO
*CrtpaHa: | RU
LokymeHT: |
-
[ononHATENBHBIE MapaMET Rkl
AnropuTM RSA ~ | [OnuHa 2048 ~
©alin 3aNpoca Ha CepTMdMKaT:
| certrequest.pem | BuifipaTe

E-mail Bpokepa:

B none «CrpaHa>» BBOAMUTCA ABYX6YKBEHHbIA KOA CTpaHbl No ctTaHAaapTy ISO.
Hanpumep, «ru» — Poccuiickaa ®eaepauumsa.

1.7.3 YcraHoBKa cepTtudukarta

CKkonunpymnTe NONyYeHHbI OT Bpokepa cepTuduKaT B KOpHEBYIO anpektoputo Paboyero mecta QUIK.
YcTaHoBKa cepTudurKaTa BO3MOXXHA ABYyMS cnocobamu:

1. B okHe «PaboTa c KpuntonpoBanaepamm» Bolaenute Kpuntonposargep OpenSSL 1 HaKMUTE Ha
KHOMKY «YCTaHOBUTb cepTUdUKaT». Boibepute dgamnn ceptnudurkaTta n Haxxmmte «OTKPbITb».

2. YcTaHOBKa cepTuduMKaTa Ha 3Tane yCTaHOBKU CETEBOTO COeAMHEHMS:

3anyctute Paboyee Mecto QUIK. Haxxmute = ansa ycTaHOBKM coeanHeHus. OTKpoeTcs

OKHO BuMAa:
¥CTaHOBKAE CETEBOTC COELUHEHWA e
D-TEST [192.161.26.12:15000] ~

WnepoBaTe gaHHeRE ¢ nomMowemn CE.3H:

| OpenSSL_Provider |

Henonesoeare HacTpoBkK Uz daiina:

Eeon OTraeHa Crpaexa
PykoBoacTBO nonb3oBaTtena QUIK, 17
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Bbibepute dann HacTpoek B nose «MCcnonb3oBaTb HACTPOMKU U3 Pannia» U HAKMUTE
«BBog». MporpaMmma aBToMaTmyeckn obHapyxmeaeTt dann ceptudumkara 1 BbIBOAUT
3anpoc Ha gobaBneHue ero B xpaHunuuie. Haxxmurte «a».

JNoBasuTb HOBEIA cepTudmkaT

ﬂ HaiiaeH HosbIii cepTnmkat:

]

Bnagenew UserD1

Wsparens: arqa.ru

Cepwiinei Homep: 0003 FA18 C976 975F 8A
Cpok geiictema: ¢ 01.08.2017 no 01.08.2018

Xenaete gobasnTe ero B xpaHmanwe?

OTKpbIBaETCS 3anpocC Ha 3aWMTy NPMBATHONO KoYa naponem. Npu HaxaTum Ha KHOMKY
«HeT» cepTudukat pobasngetca 6e3 napons.

Bonpoc

e, Kenaere 3aWMTUTE NPHBATHEIA KNFOY Naponem?

7] be

Onga BkIOYEHUA 3aLmnTbl HAXXMuTe «[da» U BBeguTe naporib.

Maponb fomkKeH coaepykaTb XOTS 6bl 0aHY UMdPY, OAHY 3arNaBHYH U O4HY CTPOYHYHO
OYyKBbl NaTUHCKOro andasuTta. JonyckarTcsa CUMBObI « » (Mpoben) u «-» (aeduc). AnmnHa

napons A0JIKHa COCTaBNATb HE MeHee 8 CUMBOJIOB.

3anpoc napona X
WHdopmaLma o cepTidmkaTe:
Branenew: Tech_User02
MzaaTens: arga.ru
CepuitHbli Homep:  00DS FA1S C976 975F 82
Cpok AelicTeuA: c: 26.07.2017 no: 26.07.2018
Mapons napons

Bbibepute ceptudukat u Haxxmurte «OK».

JaHHbIN cNOCO6 MCNnonb3yeTcs TakXKe Npu NJ1aHOBOM 3aMeHe cepTudmkara.

1.8 Knrwoum 3anycka Pabouero mecrta QUIK

Mpun 3anycke Paboyvero mecta QUIK 13 KOMaHAHOM CTPOKU UCMOMb3YIOTCS CeAyoLmne KIKYn:

~clear - ouncTuUTb cny>xebHble daiifbl C paclumpeHmem *.log 1 *.dat. 310 Nno3BONSET YCKOPUTD
3arpysKy nporpammsi.

=full-dump - B cnyyae BO3HUKHOBEHUS oWwWnbBKU popmupyeTcs DMP-dann, conepxkallnin NoaHYO
MHMOpMaLUMIO O NporpamMMme.
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—-security-replace - nHcTpymeHTbl B WND-(darnne HacTpoek 3aMeHS0TCS B COOTBETCTBUU C

npasuiamu, 3agaHHbIMK B pane 3aMeHbl.

®dopmarT 3anycka:

info.exe -security-replace [<mumMmsa dalya C ODpaBuUlaMM BaMeHBD> ]

Ecnun ¢dainn 3amMeHbl He yKasaH, TO ncnosb3lyetca pann replacements.txt, pacnosioXXeHHbIN B
katanore ¢ Pabouynm mectom QUIK.

®dopmMart danna 3aMeHbl:

<CrapeM kO& kJjlacca 1>,<CTapeli KOI MHCTpyMeHTa 1>=<HOBEM kO& KkJjacca 1>,<HOBm KOI

MHCTPyMeHTa 1>

<Crapelt KOI kJjlacca N>,<CTapel KOOI MHCTpPpyMeHTa N>=<HOBBIM KOI kJjlacca N>, <HOBEM KOZ&

MHCTpPpyMeHTa N>

3aMeHaTCa cnepyrowme napameTpbl:

Koa nHCcTpyMeHTa;

KpaTtkoe un noslHOe HaMMEHOBAaHUE MHCTPYMEHTA;
Kopn knacca;

HanmMeHoBaHuMe knacca.

ANna KOppPeKTHON 3aMeHbl MHCTPYMEHTOB B Tabnuue «J/locka OonuuMoHOB>» B KauecTBe
KOAa KJlacca cnefyeT ykasbiBaTb KOA Kjlacca ONUMOHOB, a B KaUecTBe 3aMeHSeMOoro
MHCTpyMeHTa - ko 6a30BOro akTuBea.

Ecnum ykazaHHbIN B darine 3aMeHbl MUHCTPYMEHT He HalaeH B CNPaBOYHUKE MHCTPYMEHTOB
Pa6ouero Mecta QUIK, To onepaums 3aMeHbl He BbINOJHSETCS.

Mpumep danna:

SPBOPT, GZ10250BJ6=SPBOPT, GZ10250BL6
SPBFUT, S1Z6=SPBFUT, SiH7

Ana coxpaHeHusa n3MeHéHHoro c¢aina HacTpoek Heo6xoAMMO UCNOJIb30BaTh
¢ yHKLUMOHaN coxpaHeHua koHdurypaumm Pabouero mecta QUIK B WND-dain
(cM. B n. 2.12 Pazaena 2 «OCHOBHbIE NPUHLUMNbI paboTbl>).
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1.9 HacrTrpoika napaMeTpoB coeanHeHUSN

1. Mo yMonuaHuio npeasiaraeTcs TMN coeAUMHEHUs, KOTOPbli 6bls1 UCNONIb30BaH
npv npeabiaywem nogknovueHun. Ecnm kakoe-to coeguHeHue 6bin1o
OTpefaKTUPOBaHO Win no6aBsieHo, TO NPpU OUepeAHOM NOoAKJ/IIOUYEHUN
OHO 6yaeT NpeaAsiodXKEeHO Mo YMOJIYaHMIO.

2. PekoMeHAyeTCs HAaCTPOUTb O4YepeAHOCTb 3anuce B CNUCKe COeANHEHUN
B nopsigke y6biBaHMS YacCTOTbl MCNOJIb3OBAaHUS COEANHEHUN, NepeMellas

CTPOKM B CNMUCKE KHOMKAaMM CO CTpeJikaMum ﬁ n M.

MNpocmoTp ACCTYNHBIX COSAMHEHWA

==

MH$OPMAUMA O COBLHHEHMAR

m

7 Y

OnucaHWe cosgUHEHMA IP-fapec Mapr K.y cepeepa
YhueepoankHoe 19217813525 200 infa
R
PenakTposaHve coeguMHEHMS I,&J F
R
OnucaHue cosguHEHHA Ceresol agpec Mopr Koy cepeepa =
HHWEEpCANEHOE] 19317813525 200 info =]
(&l
[ La ] | Otrena Lrpaeka =

{BOCCTAHAENMEATE CBASH AETOMATWMECKM Yepas | o cekynn o 100000

an EOCCTAHOENEHHM HCMONEZ0EATE TONRKD NAPAMETPEI MOCNEQHET D CO2dHHEHHS

B npouecce patorer

V| Npoeepate ceask c cepeepom kakaee B0

| LoxpaHuTe | | OtreHa |

CEKYHI, NOCEINaA CooBLeHWe pastepon | 128 | Galr

ao 220000

LCnpaeka

1. OtkpoWTe NnyHKT MeHo Cuctema/CoeaMHEHMA....

2. [na penoaktMpoBaHusa BbiGepute CTPOKY U3 CNUCKa «MHbOopMauma 0 COeaUHEHUAX» U HAXKMUTE

KHOMKY «M3MEHUTb».

3. [n9 co3paHus HOBOMO COEOMHEHUS HAXKMUTE KHOMKY «[06aBUTb».

4. B none «CeTeBOW agpec» YKaXKuTe [OCTYNHbIN CETEBOW aapec KOMMNbKTEpPa, HA KOTOPOM

ycTaHoBneH cepBep QUIK, B none «Mopt» — nopT cepsepa. lNpn paboTe yepes NpoKcU-cepeep

B JIOKaJIbHOW CETU ero ceTeBOW aapec M NOPT YKa3blBaOTCH B NMYHKTE MEHIO NMporpamMmbl

Cucrtema/Hactpoiiku/CoeamnHeHue ¢ UHTEpPHETOM... (ONMUCaHMe HAaCTPOMKN COeaUHEHUS Yyepes

npokcu-cepsep cM. B n. 1.9.2).

5. B none «Knwou cepeepa» ykaxkute naeHTMdukKaTop Kawda cepsepa. UoeHTudmkaTop coobLiaetcs

AoMuHucTpatopom cepsepa QUIK.

B none «CeTteBoi agpec>» yka3sbiBaeTcs ceTeBoe umsa unu IP-agpec komnbiloTepa,

Ha KOTOpPOM ycTaHoBJieH cepBep QUIK.

6. HaxXmuTe KHOMKY «[a» AN COXPAaHEeHUS USMEHEHWI TN KHOMNKY «OTMeHa» O/151 3aKPbITUSl OKHa

6e3 coxpaHeHus.

7. [ng yoaneHuss HEHY>KHOro coeanHeHus BblaennTe ero B cnucke «MHGopmMaumsa o coeguHeHusaxs»

M HAXKMUTE KHOMKY «YOoanuTb».
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HacTpoiiku aBTOMaTU4YEeCKOro BOCCTaHOBJ/IEHUS CBSI3N C CEpBepoOM
1. YcraHoBuTe pnaxkok «BoccTaHaBnnBaTb CBSI3b aBTOMATUYECKM YEPE3 ... CEKYHA C ... 40 ...».

B MoJsie «yepes ... CeEKyHO» 3aJanTe Nnepmoa OXXnaaHmsa B cekyHaax. PekoMeHayeMmbli
MHTepBan: 15-60 cekyHO. MUHUMaNbHbIN MHTEPBA: 5 CEKYHA.

B nonax «c ... 00...» yKaxxute nepuoa BpeMeHu, B Te4eHne KOTOporo byaeT AencTBoBaTh
BOCCTaAHOBJIEHUE CBSA3MW. YKa3blBAE€TCS CUCTEMHOE BpEMS KOMIMbIOTEPA NOMIb30BaTENS.
PekomeHayeTCs HacTpamBaTb Nepmoa B COOTBETCTBUMM CO BpEMEHEM NPOBEAEHNS TOProB
Ha Bupke, Tak KakK No 3aBepLIeHUn TOProB CepBep aBTOMaTUYECKM OTKKOYaeT BCeX
nonb3oBaTtenen. B nocnepyowme ToOproeble AHU CBSA3b ByAEeT aBTOMaTUYECKU
BOCCTaHaBNIMBATbCS B Ha3HAaYEHHOE BpeMs.

2. Ecau dnaxok «lMpu BOCCTAaHOBAEHUM MCMONb30BaTh TOJIbKO NapaMeTpbl NOC/eaHEro COeAuHEHNSI»
BKJIOYEH (MO YMONYaHMUIO), TO cnefyrolee coegmHeHne ycTaHaBIMBaeTCsd C TEMU XKe HAaCTpOMKaMmu,

YyTO M B NpeablayLlei NonbITKe.

Ecnm dnakok cHAT, TO ciefytollee coegMHEHWE YCTaHABIMBAETCS C HACTPOMKaMM, YKa3aHHbIMU

B C/IeAytoLen cTpoke cnucka «MHbopmaumns o coeguHeHnsax». na 3toro Heo6xoanuMo

ynopaaovYUTb CNUCOK AOCTYMNHbIX COeAUHEHMI C MOMOLLBIO KHOMOK @ 7 % B COOTBETCTBMMU C
»XenaeMon ovyepenHoOCTbio nepebopa coegmHeHMN. 3Ta BO3MOXHOCTb MOXET MCNOb30BaTbCs AN

NOAK/IIOUYEHUS K CEpBEpPY Yepes pasHbIX NMpoBaiaepos.

HacTpoiiku MOHUTOPUHra 3aep>XeK Ha KaHaJie CBA3U

Ecnun ycTaHoBNeH dnaxok «MpoBepaTb CBA3b C CEPBEPOM KaXKAbIE ... CEKYHA, NOCbINas coobeHne
pa3MepoM ... 6anT», TO MporpaMMa NpPOBOAUT PEryNsApHbIA 3aMep 3a4epPXKeK Ha KaHane CBA3U Mexay
CepBepoM U KIIMEHTOM, NMPU 3TOM 3HaUYEHUE MO YMONYAHUIO (M MUHUMabHOE 3HaveHue) 30 cekyHa,.

Pe3ynbTaTtbhl 3aMepoB oTOo6BparkatoTcs B «MHPOPMALMOHHOM OKHe», M. n. 1.10.
®OYHKUMSA MMeeT NapaMeTpbl ANS HACTPOWKMU:

MHTepBasn B CEKyHAaxX Mexay OTrnpaBKoW coOobLLeHWr, pekoMeHaoyeMas BennvmHa: «60x»;

Be/MYMHA OTNPaBASIEMOro nakeTa, B 6anTax, pekoMeHayemMas BesiMunHa: «128x».

1.9.1 HacTpoiika napaMeTpoOB MNOJIy4YeHUS] U COXPAaHEHUA AaHHbIX

MonyyeHue gaHHbIX
HacTporika nonyyYyeHus AaHHbIX BbINOJHAETCS Yepe3 NyHKT MeH Cuctema/HacTpoitku/OCHOBHbIE

HACTPOWMKMU..., pasgen «MporpamMmas / «MonyvyeHmne AaHHbIX».

1. «®opmMupoBaTb CAMCOK MNOSy4aeMbIX MHCTPYMEHTOB M NapaMeTpoB» — HACTPOlika obbemMa
OaHHbIX, MOy4YaeMbIxX € cepBepa. [1o3BoNgeT orpaHUYnUTb CAMCOK NPUHUMAEMBbIX AAHHbIX oS

COKpalweHnsa Tpaduka:

«Mcxons U3 HAaCTPOEK OTKPbITbIX NOJb30BaTENEM TAaBAUL» — MOJYYaTb HOBbIE 3HAYEHMUSA
TOJIbKO MO TEM MHCTPYMEHTAM M UX NapamMeTpaMm, KOTopble 0TOBPaXKatoTCa B OTKPbITbIX
nosib3oBartesieM Tabnuuax NporpaMmbl. ECIM Npu3HaK BK/IOYEH, TO C CEpBeEpa
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NPUHUMAKOTCS NapaMeTpbl MO BCEM MHCTPYMEHTaM, 0TO6paXKaeMbiM B ClefyHoLWmMX OKHaX
M Tabnmuax:

Mpu ycTaHOBNIEHHOM NpU3HakKe «Mcxoaa u3 HacTpoeK OTKPbITbIX
nosnb3oBartenieM Tabnuuy>» napameTp «PeanbHbIA WAar LeHbl>» aBTOMaTU4YeCKHU
BKJ1IOUAETCS B CMMCOK 3aKa3aHHbIX NapaMeTpoB.

Ta6bnuubl N OKHa Ta6bnuubl N OKHa

Tabnuua Tekywmx Topros Jocka onuMoHOoB

Tabnuua naMeHeHun napamMeTpoB Tabnuua napamMeTpoB OMUMOHOB

Tabnnua NcTopmun 3HaYeHUmn FpaduKkm, NICTOYHMKOM OAHHbIX AN KOTOPbIX

CNyXuT Tabnuua TekyLuX TOpros

Tabnuua NMMUTOB NO 6yMaraM 3KCI'IOpT AaHHbIX B CUCTEMbI TEXHUYECKOro
aHannsa, NCTOYHUKOM OaHHbIX ANa KOTOPbIX

CNy>KUT Tabamua TekyLmMx TOpros

KnneHnTtckum noptdennb MporpaMmMupyembie Tabnunupl, ONUCaHHbIE

Ha ga3blke QPILE

Kynutb/MpoaaTb

«C y4eToM HacTpoeK, BbIBpaHHbIX NOJIb30BATENIEM BPYYHYIO Yepes3 MyHKT MEHI0
CucreMa/3aKkas AaHHbIX/TIOTOK KOTUPOBOK...» — MOJy4yaTb AaHHbIE NO TEM MHCTPYMEHTaM
W napameTpaM, KOTopble 3a4aHbl SBHO B OKHe «Bbl6op nprHMMaeMbiX NnapaMeTpoB

WU MHCTPYMEHTOB» (BbI3blBAeTCS BbIGOPOM NMyHKTa MeHo CucteMa/3akas AaHHbIX/TOTOK
KOTUPOBOK...).

«OBHOBNATL BCE AaHHblE NOC/E PACUMPEHMS CMUCKA NOJYYaEMbIX MUHCTPYMEHTOB

M NapamMeTpoB» — NPU U3MEHEHUM CMUCKOB LIEHHbIX ByMar U X NapamMeTpPoB B OKHE
«BblIBOP NPMHUMAEMbIX MAPAMETPOB U UHCTPYMEHTOB», B TaB/IMLA@X MOTYT BO3HUKHYTb
npoGesbl, HE 3aMONIHEHHbIE AaHHbIMU. [JAHHOE CBOMCTBO NO3BOJISIET U36EXKaTb 3TOrO,
NnoJly4MB 3aHOBO 3HAYEHUS MAPAMETPOB C CEPBEpA.

Ecnu cTpykTypa aaHHbIX (CMUCKM LLEeHHbIX 6yMar v napaMeTpoB) 4acTo
U3MEHSIOTCA NoJib30BaTes1IeM BHYTPM AAHSA, TO NPOUCXOAUT yBeJINYEeHMne
Tpadmka n3-3a NOBTOPHOW NepecbiJIKU AaHHbIX Tabsuubl 3a BeCb nepuoa
C Hayana Toprosoi ceccuu. Ecnu npm 3tom Tabnuua ncropun n Tabnuuya
U3MEHEeHMN 3HAYeHUW NapaMeTpPoB He UCMNOoJIb3yeTCs, OTK/IIoUUTE 3TOT
cdhna>xok ans cCHMIKeHus Tpadumka.

2. «MHTepBan 0GHOBMEHUSA AAHHBIX C TEKYLWMM COCTOSSHUEM» — YIpaBieHNe NepuoauYHOCTbIO

OBGHOBMIEHUSA AaHHbIX B Tabnuue TEKYLLMX TOProB.:
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_  «3anpalmBaTb OAaHHbIE Pa3 B ... CEK.» — AAHHbIN NPU3HaK MO3BONAET OTKIIOUNTb
HenpepbIBHOE NOyYeHME AaHHbIX 415 Tabnuupbl TEKYLWMX TOProB. MNpu BKIKYEHHOM
npu3sHake MHhopMauus B Tabnumue 06HOBAETCSA NepUoaUYeCcKM Yepes YCTaHOBJIEHHbIN
WMHTEPBaJI, B CEKYHAAX. MakcMManbHbIi nepuon o6HoBneHns — 60 cekyHa. MpusHak
BKJ/IOUYEH MO YMOJIY4AHMIO. 3HAUYEHME MO YMOMYAHUIO: «1x,

3. «[pu nony4yeHnn HOBOW LLEHHOM ByMarm» — ynpasneHue A06aBNeHNEM HOBbIX MHCTPYMEHTOB
B CyLLECTBYOLWME TaBnmLbI:

_ «Jo6aBnsaTb ee BO BCe TabnuLbl» — eCcnun GpaKoK yCTaHOBJEH, TO NPU NOSBEHUN
B TOProBOM CUCTEME HOBOrO MHCTPYMEHTa B KakoM-11Mbo Knacce oH bynet nobasneH
BO BCe CywecTByowme Tabanubl, rae oTobpaxkatoTcs MHCTPYMEHTbI AAHHOIO Knacca, a
TakXe gobassieH B CMMCOK UHCTPYMEHTOB, OTO6paXkaeMbixX B «Tabnmue TeKyWwmx TOpros»
(NYHKT MeHIo CucteMa/3akas BaHHbIX/TIOTOK KOTUPOBOK..., DUNLTP LEeHHbIX 6ymar).

CoxpaHeHMe flaHHbIX
HacTporika coxpaHeHUs AaHHbIX BbIMOMHAETCS Yepes3 NyHKT MeHio Cuctema/HactTpoiikn/OCHOBHbIE

HaCTPOMKMU..., pazgen «[porpamma» / «CoxpaHeHnEe OaHHbIX».

1. «CoxpaHaTb ANns nonyvyaeMbiX MHCTPYMEHTOB M NapaMeTpoB» — MNPU3HaAKK, onpegensatowme
KonM4yecTBo MHdopMaumnm, xpaHumom Pabounm mectom QUIK ang nocnepyrowero
MCNosib30BaHUA.

_  «ToNbKO AaHHble, OTPAXKAOLLME TEKYLLEE COCTOSAHME» — COXPAHAKTCA Noc/iegHue
3Ha4YeHUs NapameTpos,

_ «[laHHble, oTpaXkaloLmne Tekyllee COCTOSHUE N BCHO UCTOPUD USMEHEHUNY» —
COXPaHATCS BCE MPUHATbIE 3HAYEHMS NapaMeTpoB. [laHHOe CBOMCTBO HEOBXO0AUMO NpHU
MCnonb3oBaHUK TabaunLbl MCTOPUM 3HAYEHUI, TabBNnLbl UBMEHEHUS MapaMeTpPoB,
nocTpoeHus rpacduKoB NO 3HaYeHMUAIM Tabnurubl TEKYLLMX TOProB, a@ TakXKe 3KCnopTa
OAHHbIX B CUCTEMbI TEXHUYECKOIO aHanusa, eciim UX UCTOYHMKOM aBnaeTcs Tabnuvua
TeKyLLUX TOPros..

_ «[MonyyaTb NponyweHHble AaHHbIE» — MPU YCTAHOBNEHHOM (/IayKKe NporpamMma nosyyaet
C cepBepa BCe AaHHble C Hayasia TOProe 3a 3TOT AeHb. [pU CHATOM NaXkke NPOU3BOAUTCS
NMPUEM TOJIbKO HOBbIX AAHHbIX.

JAaHHOe CBOMCTBO Heo6xo0AMMO, ecnu ucnonb3yerca Tabauua ucropum (nnbo
B rpadmkax Mcnosib3yroTcs napamertpbl us Tabnuuybl ncropmn) nn6o Tabnmuya
U3MEeHeHM 3HaueHn napameTpoB. Ecnm ykasaHHble Tabnuubl

He 3aeliCTBOBaHbl, PEKOMEHAYETCA OTK/IIOUUTDL 3TOT (p/1aXKoK ANnA
yMeHbleHusa Tpadumka.

2. «OunwaTthb AaHHbIE MOCAE CMEHbI AATbl»:

_ «Ha nokanbHOMN MawunHe» — o4YMLLAET B NaMATU AaHHble nNpeablayuwen ToproBomn ceccum
Cpa3y nocse 3anycka NnporpamMmsbl, 40 YCTAHOBNEHUS CBA3U C CEPBEPOM. Mcnonb3ynTe
3TOT BapUaHT, ec/i HET HEOBXOAUMOCTU NosyyYaTb MHDOPMALMIO O ToOprax
3a npeablayLWwmii AeHb Nnepen HayanaoM TOProB 3a TEKYLWMI OEHD.

PykoBoacTBO nonb3oBaTtena QUIK, 23
Paspen 1: NMNoarortoBka K pa6ore



1.9.2

«Ha cepBepe (Npu YCTaHOBAEHUM CBA3U)» — OYULLLAET AaHHbIe NpeabloyLen TOproBom
ceccum Npu NOSIBJIEHMM Ha CepBeEpPe AaHHbIX, OTHOCSLWMXCA K HOBOW TOProBOM Ceccumn.
Mcnonb3ynTe 3TO BapuaHT, ecnm UHPOopMaLms o Toprax NpMHMMaeTcs YTPOM CrieayoLero
AHSA (HanpuMmep, U3-3a CYLWeCTBEHHOM Pa3HMLbl B YAaCOBbIX NOSACaX).

HacTpoiika coeanHeHUs yepes NpoKcu-cepeep

Ona opraHusaumm paboTbl cucteMbl QUIK 13 nokanbHOM CeTH, UMEIoLWEeN orpaHnvyeHme gocTyna

B MIHTEepHET, CKopee BCero notpebyeTcs HAaCTPOMKa NPOKCU-cepBepa aAMUHUCTPATOPOM ceTu. Ecnm

CYLLECTBYET BO3MOXHOCTb YCTAHOBUTb COeAMHEHME BE3 UCMOJb30BaHMUA NPOKCU-CEPBEPA,

TO BbIMOJIHATb 3TY HaCTpOVIKy He cneayer.

1. OtkpoWTe NnyHKT MeHto Cuctema/Hacrpoiiku/CoeanHeHune ¢ UHTepHeTOM....

Coegunenune c MuTepHeTom lﬂhj

| Mcnonezoeate npokcK - cepeep

Cetesoii agpec 0.0.0.0 Mopr 0

[NpOTOKON B3AUMOAEHCTEHA C MPOKCH - CEPEEPOM

SOCKSE G5 HagHTH$MKAUHH NONES0EaTENA

HD.BHTHq?HKaLlMﬂ NoNk30E3TENA
SaI'IDaLIJHBaTb KA M N3P0k B NPOUECCE COS0HHEHKA

HuTare WA W Napone 13 $akina HacTpoFkM

Wraa 1 napone

Wras Mapone

La ]| OrreHa | LCnpaeka

2. YcTtaHoBuTe naxok «Mcnonb3oBaTb NPOKCH-CepBEP».

3. B nonax «CeteBom agpec» un «[MopT» BBeaMTE agpec n nopTt NpoKcm-cepeepa (coobwaeTcs

AOMUHUCTPATOPOM JNIOKanbHOM CETM). Ero TakXke MOXHO HanMTu B HaCTpOVIKaX nporpamMmMmbl

obo3peBaTens UHTepHeT, HanpuMep anga MS Internet Explorer Hy>XHO OTKPbITb MYHKT MEHH0

CepBuc/CsoiicTBa 6paysepa, Bknaaka «MNoaknrveHusa», Haxkatb «HacTporika ceTu» — B pasgene

«Mpokcu-cepBep» yKasaHbl aapec NPoOKCU-cepBepa M HOMEpP NOpPTa, KOTOPbIE HYXXHO yKa3aTb

B HaCTpoOMKax.

B none «Aapec>» yka3sbiBaeTcsl ceteBoe uMAa unum IP-agpec koMmnbioTepa, Ha
KOTOpPOM ycTaHoBJieH cepBep QUIK.

4. BbibepuTte MCcNonb3yeMblr TUN COEaUHEHUS:

«SOCKS5 c npeHTndmKaumen no UMeHU 1 Napos» — ecnn NPoKCcu-cepeep
noanepykusaet npotokon SOCKSS5, n Tpebyetca naeHtTudmkauma nonb3osartens. B atom
c/lydae MMs 1 naponb gna aoctyna B UHTepHeT ByaeT 3anpawmBaTbCs A9 BBOAA
noJsib30BaTesIeM BPYYHYHO, €C/iM BbIGPaHO yCcaoBMe «3arnpawmBatb UMS UK Naposib B
npouecce CoOegMHEHUS», IMBO OHU BYAYT COXPaHEHbI B hann HaCTPOEK CUCTEMbI, EC/U
BbIOpaHO ycnoBue «HmutaTb UMS M NAaposb U3 dania HaCTPOMKU».

«SOCKS5 6e3 npeHTndumnkaumum nonb3oBaTensa» — eCnm NPoKCcu-cepeep nogaepxmeaeTt
npotokon SOCKS5 n npeHtndukaums nonb3oBarens He TpebyeTcs.
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_  «CONNECT yepe3 HTTP nopTt npokcu-cepeepa» — ecnm npotokon SOCKS5
He noanepXXMBaeTCs CEpBEPOM, HO BO3MOXHO MCMONb30BaHME KOMaH4bl MPOTOKOa
CONNECT. Hmxe npuBeneHbl NnpuMepbl HACTPOMKU A5 NPOKCU-CEPBEPOB,
NPOTECTUPOBAHHbIX HA BO3MOXHOCTb paboTbl ¢ QUIK:

Squid proxy (TpebyeTcs LONONHUTENbHAA HAaCTPOKa),
MS Proxy (TpebyeTca A0NONHUTENbHAas HaCTPoOMKa),
WinGate (HacTpoiKka He TpebyeTtcs).

_ «CONNECT uepe3 HTTP nopT Cc ugeHTudmKaumen no MMeHM n Naponto» — eCam NpoTOKOs
SOCKSS5 He nopaepXmBaeTcs CEpBEPOM, HO BO3MOXHO UCMOJIb30BAaHNE KOMaHAbI
npotokosa CONNECT, n Tpebyetca noeHtudbukaumsa nonb3osartens. Mma u naponb gns
[ocTtyna B MIHTepHeT 6yaeT 3anpalwmBaTbCs 419 BBOAA NONb30BaTE/IEM BPYUHYIO, €C/N
BbI6GpaHO ycnoBume «3anpawmBaTtb UMS UK NApO/b B Npouecce coeauHeHUs», TIM60 oHU
6yayT coOXpaHeHbl B pana HaCcTpoeK CUCTEMBbI, eC/iM BbIGpaHO ycnosume «4utaTtb MMs
U Naponb U3 pansia HaCTPOMKM».

UHdbopmMmauma ana agMUHUCTpPaTOpa JIOKaJbHOM CeTU MO HacTpolike NPoKCU-cepBepa
Heobxoaumo BkAo4UuTb NopT QUIK (HoMep nopTta coobuaeTcs aaMUHUCTpaATOpoM cepeepa QUIK)
B CMUCOK MOPTOB, Yepe3 KOTOpble pa3pelleHo ycTaHoBNeHue SSL-coeanHeHUS.

1. Hactpowku anga Squid Proxy

B danne squid.conf (06b1uHO 3TO /usr/local/squid/etc/squid.conf) gomkHbl 6bITb Cnegyowme
CTPOKM:

_ BknwouyeHune 200 (HanpuMep) nopTa B cNUCOK SLL-NopTOB:

acl SSL ports port 443 563 200
acl Safe ports port 80 21 443 447 563 1025-65535 200

PaspewunTtb ncnonbsoatb Metog CONNECT npu obpaweHnmn Ha onpenenéHHble Bblilwe
SSL-nopTbl:

acl CONNECT method CONNECT
http access deny CONNECT !SSL ports

2. Hactpoiikun ansg MSProxy

HeobxoauMo ¢ nomMolLlbto nporpamMmbl Regedit U3MEHUTb HAa KOMMNbOTEPE C YCTaHOBAEHHbIM
MSProxy oauH un3 knwyen B peectpe Windows:

HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services/W3Proxy/Parameters/SSLPortListMe

mbers
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B cnmncok noptoB Heo6xo0aAMMO A06aBUTb UCNOAb3yeMbln NOPT (Hanpumep, 200). Ecam BkatoveH

KOHTPOJb [OCTYNa ANna cepsuca «Web Proxy», To 419 NpoToKo/a «Secure» HY>XHO 4,06aBUTb Fpynny

«Everyone». B XypHanax cepBmca 3Tm CoeaAnHeHUs ByayT perMcTpupoBaThCs Kak OT Mo/ib30BaTens

«anonymous».

1.10 YcTaHOB/IeHue coeauHeHUA C cepBepoM

1. HaxmuTe KHOMKY ™ Ha NaHenn MHCTPYMEHTOB 60 BbiGepuTe NYHKT MeHto CucTeMa/YCTaHOBUTb

coeaMHeHue.... TakKe MOXKXHO MCMONb30BaTh KOMBUHALMIO KnaBuil «Ctrin+«Q».

2. [pu Mcnonb3oBaHUK KpunTonpoBaiaepa MP ¢ XpaHEHMEM CEKPETHOTO K/loua B HEU3BIEKAEMOW

namMsaT BCTaBbTe KOYEBOW HOoCcuTenb. CoegmnHeHme ¢ cepBepoM yCTaHOBUTCA aBTOMaTU4eCKN.

3. Mpu ncnonbzoBaHmm KpuntonposaraepoB Qrypto32, MP nnm OpenSSL (co cxemoit

ayTEHTl/ICbMKaLI,MM «B JOMEHE Mo MEHUN U NapOoO» NN «KMO UMEHU U napomo») HacTpounTe

napaMeTpbl cCOeanMHEHNA B OKHE «VI,EI,GHTMCDMK&LI,MFI nonb3oBaTena»:

MaeHTMBMKaLMA NONE30EATENA

KRISS [192,168.37.171:9500] ~

| WrA NOAEZ0EATENA |

| naponk

] 2anomHmTE MMa Exog OTHeHa

Bboibepute Tpebyemoe coeanHeHune. PekoMeHaaumm no Bbi6opy NpeanovYTuTenbHOro
CoeaUHEHUSA MOXHO NONyuYnUTb Y aAMUHUCTPaTopa cepBepa cuctemsl QUIK.

MocTaBngemasn B AUCTPUBYTUBE KOHOUTYpaLMa MPOrpaMMbl COAEPXKUT OonpeaeneHHbIn
CMUCOK HAaCTPOEHHbIX coeanHEHUN. Npy HEOBXOAUMOCTM MOXHO A06aBNATL/YAANATb
coeguHeHUs NMb0 N3MEHATb UX HAaCTPOMKK (CM. . 1.9).

Beegute nmMa nonb3oBaTtens (lLogin), ykazaHHOE Npu perncTpauum Kada, n naposb K
Hemy. Mpu BBOAE O6palwanTe BHUMaHME Ha NPaBUIbHOCTb BbIBOpa perncrpa KnasmaTypbl
n a3bIKka. Maponb MOXeT 6bITb U3MEHEH, NoApobHee cM. B n. 1.10.1.

Ecnuv BKAKOYEH NpuU3HaK «3anoOMHUTb UMSA», TO npu cnenoywweM OoTKpbiTUU AuManora none
«MMa nosb3oBaTeng» aBToMaTu4ecku 3anoJIHUTCA NpenblayuM BBEAEHHbIM 3HAYEHUEM.

3HaueHMme nonsa «MMa nonb3oBaTensa> 3aNnoOMMHAETCA NPU HaXKaTum
KHONKU «Bxopn>.

Haxmute «Bxog». B ciiyyae ycnewHoOro coeavHeHns Ha 3KpaHe NosSBUTCS coobleHmne
cuctemMol «CoegmHeHme ycTaHoBneHo». O BO3MOXHbIX OWMBKax cM. Mpunoxenune 1
«CoobLieHns 06 owmbKaxs.

4. Tpu ncnonb3oBaHuu Kpuntonposanaepa MultiPurpose nnm OpenSSL (co cxemom

ayTEHTUDUKALMUM «MO CEepTUDUKATY NONb30BaTENSA») HACTPOMTE NapaMeTpbl COEAMHEHUS B OKHE

«YCTaHOBKa CETEBOro COeAUHEHUA»:

PykoBoacTBO nonb3oBaTtena QUIK, 26
Paspen 1: NMNoarortoBka K pa6ore



¥CTaHOBKAE CETEBOTC COELUHEHWA >

D-TEST [192.161.26.12:15000] ~

WupoeaTe gaHHER © nomMowemn CE3H:

| OpenSSL_Provider |

Henonesoeare HacTpoBkK Uz daiina:

| D:\Front_140penSSL_Pr.ini | BT

Beon DOTmeHa LCrpaera

BbiGepute TpebyemMoe coegmMHeHUE. PEKOMeHAALMN NO BbIGOPY NPEANOUTUTENBHOTO
COEANHEHUS MOXKHO NONYYUTb Y aAMUHUCTpaTopa cepeepa cuctembl QUIK.

MocTaBngemasn B AUCTPUOYTUBE KOHOUTYpaLMSa MPOrpaMMbl COAEPXKUT OonpeaeneHHbIn
CMUCOK HAaCTPOEHHbIX coeanHEHUN. [Ipy HEOBXOAUMOCTM MOXHO A06aBNATL/YAANATb
coegunHeHUs NMbo N3MEHATb UX HAaCTPOMKK (CM. . 1.9).

HanmMmeHoBaHMe KpunTonpoBanaepa (CMCTeMbl KpUNTOrpaPuUUeckom 3aLmThl
MHpOpMaLUn), MCNOJIb3YEMOTO Npu WNdpoBaHUU, NponucaHo B rnose «lWudposaTtb
AaHHble ¢ noMouwbio CK3U». B none «Mcrnonb3oBaTb HACTPOMKU U3 panna» yKaxkmTe nyTb
M HauMeHoBaHMe danna HacTpoeK AaHHOro KpunTonpoeBanaepa nMbo Bbibepute damn
C NOMOLLbIO KHOMKMN «...».

HaxxmuTte «BBoa». B cnyvyae ycnewHoro coeauHeHUs Ha 3KpaHe nosBuUTCa coobLieHmne
cucteMol «CoegmHeHme ycTaHoBeHo». O BO3MOXHbIX OWMBKax CM. [punoxeHune 1
«CoobLieHns 06 owmbKaxs.

UTo6bl OTK/IIOUUTBLCA OT CEPBEPA, HAXKMUTE KHOMKY #F2 HAa NaHes M MHCTPYMEHTOB 160 Bbibepute
NYHKT MeHlo Cuctema/PasopBaTb COeAUHEHMUE.... TaK)Ke MOXXHO MCNOMb30BaTb KOMOMHALMIO KNaBuL

«Alt»+«Q».

1.10.1 NU3MeHeHMe napons

Ounanor nsmeHeHns naponsa OTKpbIBaeTCA:

Mpu BbIGOpEe NyHKTa MeHo CepBucbl/U3MEHUTb Napoib. NyHKT MEHIO AOCTYNEH Npu
YyCTaHOB/IEHHOM coeauHeHun ¢ cepepoM QUIK, ecnm ncnonbsyetca kpuntonposamgep MP nnn
OpenSSL co cxeMon ayTeEHTUDUKALUU «MTO UMEHU U MAPONIO».

Mo ucteyeHnn cpoka AeNCTBUA Napons, TM6O ecnm Ha cepBepe B HaCTpPOMKax Nosb3oBaTens
BKJIOYEH Mpu3HaK «TpeboBaTb CMEHbI Napoasa Npu cnefyrowem Bxoae», nocjsie BBoga TekyLlero

MMEHU NoNb30BaTENA U NApPON4.
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M3MeHeHWe napona X

| UserD2

| napons ‘

| HOBBIW Napone ‘

| NOATEEXAEHWE NEpons ‘
Wsmenurs Otmena

B ananore «M3mMeHeHMe napons» He06X0AMMO yKa3aTb 3HAYEHMS CieAyroWwmMX NapamMeTpoB:

«Mnapoib» — TEKyLLl,Mf;I napoJib NoJ1b30BaTENA;
«HOBbI NapoJib» — HOBbIXA NAapOJib NONb30BaTeNs;

«NOATBEPKAEHME MAapOnsA» — NOBTOPHbIM BBOA HOBOroO Naposia 4S9 NOATBEPXKAEHUS.
CMeHa TeKYILLero napo/ia Ha HOBbI MPOU3BOAUTCS MPU HAXKATUU KHOMKU «M3MEHUTb».

BAXKHO! MNpu Ha)>xaTUu Ha KHOMNKY « A3MeHUTb> BbINOJSIHAETCA aBTOMaTU4ecKkoe
nepenoakntoyeHue k cepsepy QUIK.

1.11 MOHUTOPUHI COCTOSSHUA coeaguHEeHUSA

KOHTpO/b CBA3M C CEPBEPOM OCYLLECTBAAETCA HECKOJIbKMMM crnocob6aMu:

1. MHauMKaTop COCTOSIHMA COeAUHEHUS C CepBEPOM PACMOJIOXKEH B MPaBOM Yy CTPOKU COCTOSHUS.
OTo6pakaeT AaTy TOpPros., AaHHbIE MO KOTOPbIM NpUHUMatoTCa ¢ cepepa QUIK (Hanpumep,
npegbioylwimne Toprm MoryT ObITb 3arpy>keHbl C cepBepa yTpoM cieayrouiero gHs). OTcyTcTeme oatbl B
MHAMKATOpe 03Ha4YaeT OTCYTCTBUE NPUHSATbIX AaHHbIX. LIBET nHAMKaTopa CMMBONU3UPYET COCTOSHME

coeanHeHuU4:

3eneHbln - coegMHeHne yCTaHOBEHO, AaHHble OOHOBNAOTCS.

XenTbli — coeaMHEHME He YCTAHOBNEHO, AaHHble HEe 0BHOBNAITCS (YKa3aHa JaTa
nocnenHero 06HOBNEHUS AAHHbIX).

2. UHdopMaLUOHHOE OKHO OTOBpaXKaeT NoJiHbI HAabOop CTaTUCTUUYECKUX NapaMeTPOB A8 KOHTpons
33 COCTOSIHUEM COEAMHEHUS C CEPBEPOM. HAacTpoiika OKHA OCYLLECTBASIETCS U3 NMYHKTA MEHHO

Cucrema/O nporpamme/UNHpOpMaLLMOHHOE OKHO....

& WhdopmaunorHoe okHo EI@
Bepcua nporparmel 6.4.0.115
Bpera nocnenHed sanmcou 11:09:13
OTCTaEWwas 2anuceE 176720
OnucaHWe cepeepa WHdopMauHoHHo-Toproead cictema QUIK
OpraHuzauma JAQ "TectHuBeECT"
Tekywee EpeMa 14:10:05
I
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3. UHpukatop «Moe3ny» e8RS

CneBa Ha NaHenn MHCTPYMEHTOB OTOBPaXKaeTCs aHMMALMOHHbIN MHAMKATOP B BUAE ABMXKYLLEFOCS

noespna. [iBMxxeHue rnoesga o3HavaeT nocrynneHmne aaHHbIX C cepBepa. Ecnu noesn CTOUT, 3HAYUT,

HOBbIE€ OaHHbIE€ HE NOCTYyNakT, BO3MOXHa I'IDOGHEMa CBA3M C cepBepoM. Ecnu coenuHeHune

He YCTaHOBJIEHO, TO Noe34 Ha KapTUHKe OTCYTCTBYET.

Mons MHPOPMaALUMOHHOIO OKHa

Mone

HasHaueHue

Bepcus nporpammbl

MopsaaKkoBbIi HOMEp BEPCUM NPOrpaMMmbl

[Nata Topros

[Nata npoBeneHUsa TOPros, MO COCTOAHMUIO HA KOTOPYIO MNOJly4YeHbl AaHHbIe

Bpems cepsepa

Bpemsa nocnenHero o6HoBAeHUS Tabaumubl «Tekywme Toprs. dopmart

onpenenseTcs HACTPOMKaMM onepauMoHHOM CUCTEMBI

Bpemsa nocnegHen 3anmcu

Bpemsa nonyvyeHua c cepsepa nocsegHen 3anmcu (NOpumnm AaHHbIX).

dopmat onpenenaeTca HaCTPoOMKamMm ONepaLUMOHHOM CUCTEMDI

Yucno 3anucen

Yrcno noslydeHHbIX C CeEpBepa 3anucei

MNocnepHsasa 3anmcb

Homep nocnegHen Nnoay4eHHOM 3anucum

OTcTaBLwasg 3anucb

HoMep nocneagHern nony4eHHOM OTCTaBLUEN 3anncu (nocne o6pbiBOB

CBS3M MPOUCXOAUT BOCCTAHOBNEHME NPONYLWEHHbIX AAaHHbIX)

CoegnHeHune

CocToaHUSA: YCTaHOBNEHO/pa3opBaHO

IP-agpec cepeepa

Apnpec cepsepa QUIK B ceTn MHTepHeT

IP-nopT cepBepa

Homep nopTta ang gocryna Kk cepsepy QUIK

OnncaHue coeguHeHUs C cepBepoM

OnucaHne coegmnHeHuns B CNnUcKe A0CTYMHbIX COeAUHEHUN

OnucaHune cepeepa

Nmsa cepeepa

Monb3oBaTtenb

MMs nonb3oBaTens (ykasblBaeTcs nNpu perucrpaumm AocTyna)

OpraHusauug

OpraHusauua nonb3oBaTend (yKa3blBaeTcsd Npu perncrpaumm 4ocTyna)

Tekyliee Bpems

BpeMs Ha KkoMnbloTepe nonb3oBaTens. dopmat onpeaensercs

HaCTporKaMum onepaumMOHHOM CUCTEMDI

Bpemsa Ha cBa3m

MpoaoMKMTENBHOCTL CeaHCa CBA3M C cepBepoM. dopmaT onpepenseTcs

HaCTpoMKaMum onepaumMOHHOM CUCTEMDI

* UpeHTndukaTop ceccum

YHUKaNbHbIM naeHTUdmMKaTOp ceccmmu

* Koa nonb3oBartens

Kog nonb3oBatens Ha cepsepe QUIK

* 3aHATO NaMaTn

3apesepBMUpPOBaHO, HE UCMOMb3yeTCA

PykoBoacTBO nonb3oBaTtena QUIK,
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Mone

HasHaueHue

*MNepepaHo coobLeHn

Konnuectso nepegaHHbIX 3anucen

*MepenaHo Bcero 6amnTt

O6wuin 06LEM ncxoaawero Tpadumka 3a CeaHc CBA3M

*MNepenaHo nonesHbix 6anT

MonesHbin 06BLEM UCxoaaLero TpaduKa 3a ceaHc CBA3U

*MepenaHo 3a cekyHAy

0O6beM gaHHbIX B HariTax, nepenaHHbli 3a NOCNEAHI0 CEKYHOY

* MpUHATO coobLWeHUn

KonnuectBo npuHATbIX 3anucen

* MIpUHATO nonesHbiX 6anT

MonesHbin 06bLEM BXOAaLLErO TpaduKa 3a CeaHC CBA3U

* MpuHATO BCero 6amt

O6wuin 06LEM BXOAALWEro TpadumKa 3a CeaHC CBA3MU

* MpuHATO 3a cekyHay

06beM AaHHbIX B 6aiiTax, NPUHATBIN 3@ NOCNIEAHIO CEKYHAY

* CpefHas CKOpPOCTb Nepenaymn

0O6beM nepenaHHbIX AaHHbIX B 6alTax, pa3aeneHHbln Ha BpeMs Ha

CBA3U, B CEKYHAAX

* CpeaHaa cKkopocTb npuema

O6bem NPUHATbBIX OAHHbIX B 6aniTax, pa3feneHHbIr Ha BpeMS Ha CBA3U

B CeKyHOax

** BpemMga nocnegHer npoBepKu

CBA3U

Bpemsa nocnenHero BbINONHEHMS 3aMepa 3a4epPXKKN AaHHbIX KOMaHOO0M

PING. ®opmat onpenensercsa HaCTpOMKaMmn ONepaunoHHOM CUCTEMDI

** 3a4epXXKa AaHHbIX Npu o6MeHe

C cepeepoM

NocnenHee NonyYeHHOE 3HaYeHME 3a4epPXKKU AaHHbIX, B CEKYHAAX

** CpeaHasa 3agepXkKa aHHbIX

CpepHss BeNMUYMHA 3a0ePXKKU AAHHbIX 33 BpeMs TeKyLLero ceaHca CBs3su,

B CeKyHOax

** BpeMa MakCMManbHOW 3a4epPXKKN

Bpemsa nosBneHns MakCMManbHOM 3a4ePXXKU JaHHbIX B TEKYLLEM CeaHce

CBA3U

** MaKCMMasnbHas 3agepykka AaHHbIX

MakcmManbHasa BennymHa 3afepXxku B TeKyLl,eM ceaHcCe CBA3u,

B CeKyHaax

* KoHBepTauus CMMBONOB

[Mpr3HaK KOHBEpPTaUUM AAHHbIX, NoNydYaeMbix € cepsepa QUIK n3

KoaupoBkn CP866 B koanpoBky CP1251 BO3MOXHble 3HaUYEeHUS:

«[ax;
«HeT»
* — paclWUpEeHHbIN HAabop AaHHbIX
** — napaMeTpbl NPOBEPKU CBSA3UN C cepBepoM, cM. . 1.9.1

PykoBoacTBO nonb3oBaTtena QUIK,
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1.12 Bepcun KOMNOHEHTOB M MNJIarMHOB

MeHio Cucrtema/O nporpamme/KOMMNOHEHTDI...

1.12.1 HasHaueHue

B ovanore cogepXutca nHopMaums 0 KOMMNOHEHTaxX M niaarnmHax !/ICI'IOJ'Ib3yEMOﬁ Bepcnmn

nporpamMmsi.

1.12.2 dopmMmat Tabnuubl

Kaxkpas ctpoka Tabaunubl COOTBETCTBYET OTAE/IbHOMY KOMMOHEHTY/NNarnHy. B cton6uax Tabnmubl

oTo6paxaloTcs cneayolme napameTpbl:

Ha3sBaHue nons

3HauyeHue

CocTosiHue

CocTosiHMe KOMMOHeHTa/nnarnHa. BosMo)kHble 3HavYeHus:

«3arpy>eH» — BKJIOYEH NOSb30BaTeNEM, 3arpy>XeH TEpMUHANOM U
paboTaeT;

«BbIKIOYEH» — He 3arpyykaeTcs TepMUHANOM, TaK KaK BbIKIOYEH
nonb3oBaresieMm;

«OTKas» — BK/IKOYEH MOAb30BaTeENEM, HO NPU 3arpy3ke TepMUHANOM

npousowna owmnbKa (HanpmMep, KOHYUINCh NNLEH3UN HA CEPBEpPE), U B

TEeKYLWMI i MOMEHT OH He paboTaeT

Ha3BaHMe KOMMOHEHTA

Ha3BaHue KOMNOHeHTa/nnarnmHa

Bepcua

Bepcua KOMMNoHeHTa/nnaruHa

Bepcuu KOMNOHEHTOB M MAArMHOS &]
CocToaHme HazpaHne komnoHeHTa Bepcua
Jarpyxed Dde2Excel_Pr.dll 10,42
JarpyseH info.exe 7.1.0.205
JarpyeH it 2.0.0.2
Jarpyser lang_res.dll 710,205
Jarpyxer QChart.dll 9.2.0.23
Jarpysxer Qctrls.dll 1.4.0.40
Jarpysed QHotkey.dll 1023
Jarpywed QHtmilRep.dll 1201
Jarpyser QList.dll 27,038
Jarpyser Qhdargin,dll 30,412
Jarpysxer QPile.dll 5.0.4.92
Sarpyxer Qrypto3l.dil 5.0.L4
SarpyseH Qrypto3?_Prdll 4.0.18
JarpyseH SecProwdll 4111
Jarpyser avt_de.dll 12.0.2.6
Jarpysxer wit_dtep.dll 12.0.2.46

V| Jarpyxen qlua.dil 23303

PykoBoacTBO nonb3oBaTtena QUIK,
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C noMouwbio pnaxkka B KOJIOHKe «COCTOsIHME» NO/Ib30BaTelb MOXKET BKIKOUYNUTL UM OTKIHOYNUTD
Mcnosib3oBaHWe onpeaeneHHoro naarnHa. NMpu oTKAKYEeHUU NAarMHa ero MeHto yaanseTcs, a OKHa

3aKpbIBAaKOTCA U HE BOCCTAaHAaB/IMBAOTCA aBTOMAaTUYECKK NpU nocneayrweM BKAKNYEHNN.

1.13 O6HOBNEeHMe Bepcuun nporpaMmmbl

1.13.1 ABTOMaTnyeckoe o6HoB/IeHHue

Cucrtema QUIK MMeeT BCTPOEHHbIN MEXaHU3M aBTOMAaTUYeCKOro OOHOBNEHUS BepCcuum nporpaMmsl.
Mpu coeanMHeHUKM NporpamMmbl KIIMEHTa C CepBepoOM CUCTEMbI MPOU3BOAUTCS CBEpPKa MO,EI,yJ'IEVI
MporpamMmMmbl N UX BEPCUN HA KOMMbIOTEPE KIMEHTA C 3TaJIOHHOMN KOH('DMpraLI,I/IeVI, pa3MeLlleHHOM

Ha cepsepe.

Mpu o6HapyXXeHUn Ha cepBepe HOBbIX MOAYJei NporpamMmma npeaaraet NPou3BecTy UX Npuem
M YCTAHOBKY. TakuM 06pa3oM, ang o6HOBNEHMUS NMPOrpamMMbl HET HEO6X0AMMOCTU YCTAaHABAMBATb
3aHOBO NpOrpamMMmy 13 oUCTPUBYTMBA, AOCTATOUYHO MONYUYNTb OGHOB/IEHHbIE MOAYM U NMO3BONUTb

cucteme QUIK ycTtaHOBUTbL UX. 115 3TOro Ha)XMuTe KHOMKY «[NpuUHATb ansblix».

Mocne 3arpy3kmn hannoB Ha KOMMbIOTEP KJIMEHTA Ha 3KpaHe NoABUTCA NPeasoXKeHUe nepes3anycTuTb
nporpamMmy, 4tobbl 3anucaTb HOBbIE (paiibl B3aMeH NpexHUX. HaxmuTte KHonky «Oa». Nocne
06HOBNEHMS NMpOorpaMMa NpeasioxXnT BOCCTAHOBUTb COEAMHEHME C CEPBEPOM M CHOBA roToBa

K paboTe.

I Ana o6HOBNEHMA NporpaMMbl Nepesarpyska KOMNbloTepa He TpebyeTcs.

BO3MOXXHOCTb aBTOMaTUYECKOro O6HOBJIEHNS BEPCUU NPOrpaMMbl MOXKET BbITb OTKOYEHA. g 3Toro
BblGepuTe NYHKT MeHto CucteMa/HacTpoiikn/OCHOBHbIE HACTPOMKMU..., pasaen «fporpamMma», CHUMUTE

dna>kok «OBHOBNATL BEPCUIO MPOrpaMMbli».

1.13.2 3anyck o6HOBJ/IEHUSA BPYYHYIO

OGHOBNEHME BEPCUMN MPOrPaMMbl MOXKHO 3aMyCTUTb BPYYHYHO, BbIGPAB MYHKT MEHI0

Cuctema/0O nporpamme/lMpoBeputb OGHOBNEHUE NPOrpaMMmbl.

1.14 NMonyyeHune cpannos

MexaHn3M OGHOBNIEHMS BEPCUU NMPOrPaMMbl MOXKET BbITb MCNOb30BAH A9 Nepenaym
OT aAMUHUCTPATOPA CUCTEMbI €€ MOJIb30BATENAM Pa3nYHbIX PanioB. [ 3TOro B MEHIO MPOrpamMMmbl

Cucrema/MonyvyeHme ¢pamnoBs... NpeayCMOTPEHbI cneuvasnbHble Gannosbie ob6nacTu.
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& MaayusHwe daifnos @

Painoeaa obnacTe
O Mudnan ) KomnaHKum T DBwas @ Mporpamma DBHoEWTE

A dhakina Pazmep  MoaydeHo Hoeasa eepoda Tekylaa sepcna CocToAaHKe

Brero 3 dhaiinos 10666291 BaAT BelaeAnTs Bce

Belgeneno I daknoe 0 Badr CHATh BRIgEAEHNE

TeryLUMA dakn Brero
MpuHATo BadT %
BaiT CropocTe BaliT/c

s
BpemeHn saTpadero

MpHHsTE Daiiel ‘ Bpemenn ocTanoce

MpekpaTuTe NpKem Jakpeme Cnpaska

1.14.1 HasHauyeHue daitnoBbix obnacrei

«JlnyHasa» - Ang pasMelweHnsa 4OKYMEHTOB U annos, NpeaHa3HauYeHHbIX TONIbKO JaHHOMY
Nnonb3oBaTeNko (Hanpmumep, oTyeTbl 6pokepa). MpuHATbIe dannbl HaKanNnJIMBaKTCA B Nanke
FILES\PRIVATE pa6ouein gnupekrtopuun QUIK.

«KoMnaHum» — ang pasMeleHna AOKYMEHTOB 1 Gannos, NnpeaHa3sHavYeHHbIX 419 COTPYOHUKOB
KoMnaHuu. MpuHatble dannbl HakanameatotTca B nanke FILES\COMPANY pabouyen anpekropum
QUIK.

«O6bwasa» — gng pasMelweHnsa Gannos N LOKYMEHTOB 06LEro noib3oBaHMS, TAKUX KakK pernaMmeHT
OKasaHug ycnyr 6pokepa, Tapmdbl, LOKYMeHTaumMa K nporpamMmme. NpuHaTolie gannbl
HakannmeatoTcs B nanke FILES\PUBLIC pa6ouyeli gupektopumn cucrtemol QUIK.

«Mporpamma» — st OBHOBNIEHUSI BEPCUM MPOrpamMMmbl.

HaxkaTve KHONKU «OBHOBUTbL» NPUBOAUT K MOBTOPHOMY 3anpocy COCTOSAHUA pannoson obnactu.

Ucnonb3yinTe ee, eCiv OXXuaaeTe pasMeLLeHns Kakoro-nmbo danna agMMHUCTPaTOPOM.

1.14.2 HasHaueHue nonein dpannoBbix obnacreu

«MMa panna» - nma darina.

«Pa3zmep» - pa3smep ¢anna B 6anTax.

«MonyyeHo» — pazMep NOAYYEHHOM YacTu danna, B banTax.
«HoBag Bepcua» — Bepcus arna Ha cepsepe.

«Tekywasa sepcua» — sepcud danna Ha KOMMbOTEPE KIIMEHTA.

«COCTOSIHME» — COCTOSIHME NpUeEMa (ECTb, HET, yCTapen, UAET NpueM, NpUHAT).
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1.14.3 Mpuem daina

YTO6bI NPUHATL (ais, HY>KHO BbIGpaTb €ro HaXxaTueM JIEBOM KHOMKKU MbIlw K. BeiBpaHHbIe dannbl
NOMeYyarTCsa KpacHbIM LBeToM. Nonga «Bcero» n «BbiaeneHo» MHPOPMUPYIOT O KONMYECTBE O0CTYMHbIX

M 3aKa3aHHbIX K MONYHYEHUKO OAHHbIX.

Haxxmunte kHonky «lMpuHaTb dannbl» ana nonyyvyeHusa gannos. Paszgensl «Tekywmnnm pamn» u «Bcero»
oTO6paXkalT COCTOSHUE NpuemMa AaHHbIX. [Mpouecc NnonyyeHns 3aBepluaeTcs aBToMaTudecku,
NO3TOMY MOXXHO 3aKPbITb 3TO OKHO Ha>XaTUEM KHOMKU «3aKpbITb». [py HEOBXOANMOCTU MOXKHO
BbI3BaTb OKHO «[lonyyeHne hannoB» U3 MEHIO NPOrpamMMbl U OCTAHOBUTb MPUEM HaXKaTUEM KHOMKMU

«[peKkpaTuUTb Npuem».

Mpoueaypa nonyyeHusn ¢ansos ocyuwecrBnaercs B pOHOBOM peXKMMe U He BAusieT
Ha onepaTUBHOCTb NoNyYeHusa 6uprkeBoi MHcpopMmaLumm Bo BpeMsa Topros. OaHako,
npuv pa6oTte No kaHa/laM CBAI3U C HU3KOW NPONYCKHOW CNOCO6HOCTbLIO NpoLecc
MOXKEeT 3aHATb A0CTaTOYHO MHOIro BpeMeHM. B Takux cnyuasix pekomeHayertcs
npom3BoAUTb NoJsilydeHue c¢ainnos nnbo nepea HauvasioM TOproBoi ceccum, nmbo
nocsie ee OKOHYaHMUA.

AAMMHUCTPATOP CUCTEMbI MOXKET BBECTU OrpaHUYeHue Ha nepruoa BpeMeHu

B TeUeHMUe CYTOK, Korga Bo3MO>XHO nonydyeHue annos.
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NMpuno)xxeHue 1. CoobuweHnn 06 owunbkax

Owunbkmn Npm BBOgE MMEHU U Naponsn
1. «®ann c KAYaMm He HaaeH»

MporpamMme He yaanocb 06HapyXnTb Gann C KNtoYaMu, ykasaHHbin B qrypto.cfg. Ecnu
KJTFOUM XPaHATCSA Ha KNOYEBOM HocuTerne, ybeamtech, YTO OH BCTaBNEH B KOMMbIOTEP.

Ecnu k1oumM XpaHATCS He Ha KNYeBOM HocuTene, ybeamtech, YTO OHU AOCTYNHbI A4
yTeHMS MO afpecy, ykazaHHOMY B pasgerne «[lporpamma / «lndppoBaHmes» nyHKTa MEHHIO
nporpamMmmbl Cuctema/HacTpoiiku/OCHOBHbIE HAaCTPOMKMU.... B OTKPbIBLLEMCS OKHE HYXXHO
HaXXaTb KHOMKY «HaCTpOMKM MO YMOAYAHMIO» U HANTU CTPOKM «Dainn ¢ Nny6aAnYHbIMU
KnrovYaMu» 1 «MDain ¢ CeKPETHbIMU KtoUaMms». ECNM 3TU CTPOKM He yKasaHbl, TO CMCTEMA
no yMOM4YaHUIO nwet dannbl ¢ KNdYamMu Ha aucke A:. lMyTb K danny He AonXKeH
copepxaTb Npo6esioB U PYyCCKMX BYKB. MI3MEHATb 3TU HAaCTPOMKU MOXKHO TOJIbKO MpKn
OTCYTCTBUU coeamHeHnqa c cepsepom QUIK.

MoBpexaeH KyeBon HocuTenb MM60 dann C KNrYamMu. McnonboBaHUe KoYa
HEBO3MOXHO, HEO6X0AMMO 3aHOBO CO34aTb U 3aperncTpupoBaThb Ha CEpBEpPE KM
poctyna.

2. «Kntoy cepBepa UM NoNb30BaTENS HE HANAEH»

B danne nybanyHbiX KAoven pubring.txk oTCyTCTBYET NYBAUYHbBIN KNOY cepBepa
C NAEHTUHUKATOPOM, YKa3aHHbIM B HAaCTPOMKax BbIBPaHHOIo CoeanHeHMS.

B daiine cekpeTHbIX KtoYer secring.txk oTCcyTCTBYeT CeKpeTHbIW K/HY NoJsib3oBaTens,
COOTBETCTBYIOLMN BBEAEHHOMY UMEHMW.

3. «Owwunbka BBOAA-BbIBOOA NpKM 06palleHnmn K pany C KIndamms

Owunbka obpaweHns K garny c Knovyamm. BosMoXKHO, 3anpeweH JocTyn K ganny.

4. «YKa3aHO HeBepHoe Mg ¢anna C KarndYamMm»

B ¢panne HacTpoek grypto.cfg ykazaHo HeBepHOe nmsa danna.

5. «HeBepHbIV KNtOY B anne ¢ Knrvamm»

OauH 13 KNK4Yen foCcTyna, ykasaHHbIX B panne qrypto.cfg, umeeT HeBepHbIn popMaTt
nnbo nospexaeH. HeobxoomMMo co3paTb U 3apernMcTpmMpoBaThb KOYM 3aHOBO.

6. HeepHblii naponb (Wrong password)

BBeneH HeBepHbI Naposib. YO0CTOBEPLTECH, YTO NAaPOJib BBOAUTCS NPU NPaBUSIbHOM
pPErNCTPE U 93bIKe, M MOBTOPUTE BBOS,

7. «Owwunbka wndposaHusa N ...»

Mpousowna owmnbka wudpoBaHus. MNMpu nossneHUN A4aHHOM OWKNBKKM OTANpPaBbTe CHUMOK
3KpaHa (screenshot) B Cnyxby TexHnyeckom nogaepxkm QUIK -
quiksupport@argatech.com.
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OwWwn6KM NpM YCTAaHOBJIEHUM CBA3MU C CEPBEPOM

1.

2.

«CoeaMHeHWE YCTAaHOBUTb HE YAaNn0Ch»

YKa3aHHble B NapaMeTpax coeauHeHua IP-agpec v nopT AOCTYMHbI C KOMMNbIOTEPA,
Ha KOTOpOM 3anyuweHo Pabouee mecto QUIK, Ho cepBep QUIK ¢ TaknMu napamMeTpamMu
He 3anyweH. O6paTnTecb K agMUHMUCTpaTopy cncrembol QUIK.

B 6a3e cepsepa QUIK He HanaeH nonb3oBaTesb C YKa3zaHHbIM Ko4oM, O6paTturtecs K
agMuUHUCTpaTopy cmctemMbl QUIK.

«Connection refused» (CoeaMHeHME OTBEPrHYTO)

YKasaHHble B NapaMeTpax coeanHeHus IP-agpec v nopT AOCTYMNHbI C KOMMNbIOTEpPA,
Ha KOTOpoM 3anyuweHo Paboyvee mecto QUIK, HO cepeepoM QUIK He ob6cnykmnsaroTcs.
Ob6patutecb K agMUHUCTpaToOpy cuctembl QUIK.

«No Route to Host» (HeT BO3MOXHOCTM NOAKOUYEHUS K CEPBEDY)

YKasaHHble B napameTpax coeanHeHus IP-agpec v nopT HEQOCTYMHbI C KOMMbIOTEPA,
Ha KOTOpOM 3anyuweHo Pabouyee mecto QUIK. O6paTutech K CBOEMY aAMUHUCTPATOPY
CeTn ANnsg HaCcTpPOMKK coeamHeHus ¢ cepsepoM QUIK.

«You already work in systems» (Bbl y)xe paboTaeTe B cucteme)

CepBep He ponyckaeT O4HOBpPEMEHHY paboTy ABYyX Nonb3oBaTesien C O4UHAKOBbIMMU
KnYamm goctyna. Ecnm takoe coobuieHme nosy4yeHo npy BOCCTAHOBIEHUU COEANHEHUS
nocne obpbiBa (Hanbosiee BEPOATHO NP MOAEMHOM COeaUHEHUN), TO AOCTAaTOUYHO
NOBTOPUTb NOMbITKY Yepe3 HeCKOJIbKO CEKYHA, Korga cepBep npekpaTut o6paboTky
npeablayLwero coeanHeHus.

Ecnu cooblueHmne NoJiy4eHo Npu NepBOM CeaHCe CBA3M C CepBepoM, o6paTuTech
K aAMMHUCTPATOPY CUCTEMDI.

«License expired» (CpOK NULEH3UN UCTEK)

NcTek CpOK [encTBUSA NNLEH3UM HA NOJIb30BaHUE TepMUHaNoM cuctemsl QUIK.
O6paTutecb K agMUHUCTpaToOpy cepBepa QUIK onsg npogneHusa goctyna.

«Access locked by administrator» (JocTyn 3a61OKMpOBaH aMUHUCTPATOPOM)

Monb3oBaTenbCckas y4eTHas 3anmcb 1Mbo ip-agpec 3ab10KMpOBaHbl aMUHUCTPATOPOM.
Ob6patutechb K agMUHUCTpaTOpy cepsepa QUIK.

«Protocol error» unu «Outdated protocol version» unu «Incorrect protocol version» nnu

«Unsupported protocol» (HecooTBeTCTBYOLWAsa BEPCUSA NPOTOKONA)

CepBep He nogaepXxmnBaet paboTy ¢ paboynM MeCTOM KIneHTa gaHHon Bepcuun. CTapble
Bepcum paboyero mecta QUIK coBMeCTUMbI C HOBbIMU BEPCUSIMU CEPBEPHOM YacTu,
OHaKO COBMECTMMOCTb HOBbIX BEPCUM KIIMEHTCKOro TEpMUHaNa C npeabliaywmmm
BEPCUSMU CEPBEpPA HE rapaHTUpyeTCs.

MUcnonb3yiTe aBTOMaTUYeCcKoe 06HOBJIeHUEe BEPCUUN NPorpamMmbl (MYHKT MEHIO
Cucrema/O nporpamme/lMNpoBepnTb 06HOBJSIEHME NporpaMmbl). B 3ToM cnyuae
COBMECTMMOCTb Bepcuit o6ecneueHa.
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8. «Unknown provider» (HensBecCTHbIn KpunTonpoBangep)

HacTponkun cuctemMbl WIMPPOBaAHUSA MPOrpaMMbl KIIMEHTA HE COOTBETCTBYHOT MPUMEHSEMbIM
Ha faHHOM cepBepe QUIK. U3MeHUTe HaCTPOMKM B COOTBETCTBMU C pEKOMEHAALUAMU
aAMUHUCTpaTOpa cepBepa.

9. «Certificate parts corrupted» (CepTudukaT noBpexxaeH)

HeBO3MOXHO MCMOb30BaTb AAaHHbIN cepTUPMKAT NOACUCTEMbI KpUNTorpapmuieckomn
3aWwmTbl MHPOpMaumu., O6paTuUTeCh 3a NOMOLLbLIO K aAMUHUCTPATOPY cepBepa.

10.«User not found» (Monb3oBatenb He HaNAEH)

Mpwn SSL-aBTOpU3auMM He HarOeH nonb3oBaTtesib. O6paTMTeCh 3@ NOMOLLbIO
K adMUHUCTpaTOpy cepBepa.

11.«Error while context creation»

Owwnbka B npoueaype aBTopusaumm. CooblmTe 06 owmnbKe agMMHUCTPATOPY cepBepa
C YKa3aHMEeM UCMNOb3yeMOMN CUCTEMbI KpUNTOrPadbUYeCKom 3aWmTbl MHbDOPMaL UK.

Owunbku npm paborte c nporpaMmMom
1. «Connection timed out» (CoeanHeHne pa3opBaHO)

CoeauHeHWe NpepBaHO U3-3a MNJOXOro KavyecTBa CBA3W. YCTaHOBUTE CBA3b CHOBA. Ecnu
pa3pbiBbl CBA3M C/Iy4atOTCA YaCToO, MPOKOHCYAbTUPYNTECH C aAMUHUCTPATOPOM CepBepa
QUIK Hac4yeT npaBUAbLHOCTM HAaCTPOEK CMCTEMbI M BbiIGOpa nposanaepa.

2. «Connection reset by peer» (NoTepsaHO cOegMHEHME C CEPBEPOM)

CoeouHeHMe € cepBeEPOM NOTEPSHO. MonbiTalkTeCb YyCTAHOBUTbL CBA3b CHOBA.
Mponsowno aBTOMaTMYECKOE OTK/IIOYEHUE MOJIb30BATEsIEN MO OKOHYAHMM TOProB.

3. «HeBO3MOXXHO 3anMmMcaTb HAaCTPOWKKM coeanHeHMs B Gann HaCTpoeK <nyTb K dpanny>info.ini»

®ann nmeet atpubyT «TONbKO AN YUTeHUSA». Y6epuTe 3TOT atpubyT y danna.

Monb3oBaTesib HE MMEEeT NpaBa Ha 3anucCb B AMPEKTOPUIO, TAe YCTAaHOBEHA NporpaMma.
MonpocuTe CUCTEMHOIO aAMUHUCTPATOpPa Pa3peLLMTb 3aMUCh B YKa3aHHY OUPEKTOPUIO.

dann 3aHAT gpyron nporpamMmon. Yéeautech, 4to gann info.ini He OTKPbIT B KaKOM-nnbo
nporpamMmme, HanpruMep, TEKCTOBOM peaakTope.

4. lporpamMMma 3anyckaeTtcs, HO 3aTeM BbloaeT OWKNOKY U NpeKkpawaeTt paboTty

Mpou30LWwNo HapyLeHMe LesIoCTHOCTU NPUHSATBLIX faHHbIX. Heo6xoamMo yaanutb dann
info.log u3 gupekTopumn c yctaHoBneHHOM cuctemon QUIK v 3anycTuTb nporpamMmmy
3aHOBO.

Mpoun3oLwWwno HeKOppeKTHOE 0OHOBIEHUE BEPCUM NpOorpaMMbl. Heob6xoammo
BOCCTaHOBUTbL Npeablayliee cocTosiHMe cuctemMsl. B pabouen gupektopuu cuctemol QUIK
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Hanaute anpekToputo «<BACKUP». B Hen pacnonoXxeHbl noaaupekTopum ¢ UMeHaMu
dopmaTta <AAMMITIT>, roe <44> - uncno, <MM> - mMecsau, a <[TTT> - rog gatol
obHoBNEHMUS. Boibepute oMpeKToputo ¢ AaTon nocneaHero O6HOBNEHUSA U CKONUpYUTe
BCe dannbl U3 Hee B pabouyto gupektopuio QUIK, nocne yero 3anyctmute nporpaMmmy

3aHOBO.

Mpowusowen c6om B paboTe cuctemMbl. O6paTuTeCh K aAMUHUCTPATOpPy cmcTteMbl QUIK.
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NMpunoxxeHue 2. NpuMmep nonyuyeHus ceprtudpumkara
yepe3s web-nHrtepdenc yaocrosepatouero 4eHTpa

1. OtkpownTe Internet Explorer (koppekTHaa paboTa no nonyyvyeHuto ceptTudukaTa rapaHTUpoBaHa
TONIbKO B J@HHOM Gpay3epe).
2. BcTaBbTe B CTPOKY agpeca CCbl/IKy, MOJly4EHHYIO OT 6poKepa. B oTKpbiBLLEMCS OKHe A9 Bbi6opa

3a4a4 OTMEeTbTe raJloMKaMum 3Ha4vyeHud, yKadaHHble Ha CKPUHLLUOTaxX:

EN ArrstafickR (CLIA) (2

a@|@ http://pe-vber-old/Certsry P-ox H (& Microsoft Certificate Services
% Haiii: [ na_al | Hasaa Janee |[F) Mapamerper ~ |
Microsoft Certificate Services — VBer Test CA Home
Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able
to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
Check on a pending certificate

EN Arenwiceid (CLLUA) | 7) Cripaska

aw )| @ nitpy/pe-vber-old/Certsr/certcarc.asp 2 - & % || @ Microsot Certficate Services i
% Haitru: | na_all | Hasaa Aanee | (7] Napamerper ~ |
Microsoft Certificate Services — VBer Test CA Home

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the CA
certification path will be installed for you automatically.

Choose file to download:

CA Certificate:
© DER encoded or © Base 64 encoded

Download CA certificate
Download CA certification path

Download latest certificate revocation list
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ep‘ludmlmr‘

» - -

OBwme |CocraB | MyTe cepTMdMKaLMM|

E ﬁ CeenexHun o cepTudmKaTte I

371oT ceprndMKaT NnpegHasHavYaeTca ona:

* BCe NOAMTHKK BblAE4M I
| * BCe NOAMTHKKA NPMMEHEHWA

Homy BBIgaH: VBer Test CA

Hewm Boigan: WBer Test CA

Aeitcteurenen ¢ 26, 11, 2012 no 27, 11, 2014

[YCI'EHOBHTI: CEDTHdJMKET. - ] 33ABNEHWE NOCTABLULMKS

YcTaHoBuUTE cepTUdUKAT yAOCTOBEPSIOLLErO LEeHTpa C MOMOLLBbID MacTepa UMnopTa

cepTnduKaToB, BbiIbpas xpaHunuuie «[oBepeHHblIe KOPHEBbIE LIEHTPbl CepTUdUKALUUY.

CepTnduKaT yooCTOBEPSAIOLLErO LEHTPA YCTAHOB/EH. [lanee yCTaHOBUTE CepTUdUKAT KIMEHTa:

i P e e — — —
eel@ http://pe-vber-old/Certsnv/ P-ox H (& Microsoft Certificate Services *

% Haiiru: [ na_all | Hasap Janee |[7] Napavierper =

S e Arrnwiicinit (CUIA) 7))

Microsoft Certificate Services - VBer Test CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able

to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.

Select a task:

© Retrieve the CA certificate or certificate revocation list
o Request a certificate

© Check on a pending certificate
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OTMeTbTe rasioykaMm 3Ha4YEeHMS, YKa3aHHble Ha CKPUHLIOTaX:

W — — S —
er. [ @ titpy/pe-vber-old/Certsrv/certrqus.asp

" EN Ancnwiickar (CLIA) (?) Cnpaska
P-ex H (& Microsoft Certificate Services %

(i 55
| Hazaa Manee |[7] Napamerper ~

% Haitmw: [ na_al

Microsoft Certificate Sel - VBer Test CA

Choose Request Type

Please select the type of request you would like to make:

© User certificate request:

Web Browser Cerfificate
E-Mail Protection Certificate

P e e e — e —— W e
el- ,;‘@ hitp://pe-vber-old/Certsrv/certrgad.asp

0~ & X || @ Wicrosoft Certficate Services * AR
| Hasaa flanee |[[7] Napauerper +

EN Anrnwicicain (CHHAY 1 27

3 Haiim: | na_all

Microsoft Certificate Services - VBer Test CA

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification authority
(CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form.

@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file.:

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
| You must have an enrollment agent certificate to submit a request for another user.
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EN Anrawicxmi (CLUA) 7) Cripaska

a'- ,“@ http://pc-vber-old/Certsrv/certrgxt.asp R-ex ” & Microsoft Certificate Services % i e

% Harimw: [ na_l | Hasaa Aanee |[7] Napamerpe ~

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

Base64 Encoded
Certificate Request
(PKCS #10 or #7):

<«

Browse for a file to insert.

Additional Attributes:

Aftributes:
<

B 0aHHOM OKHe Ha)KMUTe KHOMKY Browse 1 yKkaxuTe nyTb K ChOpMMPOBaHHOMY 3amnpocy
Ha cepTuduKart. B cnyyae ecnv 6paysep coobuiaeT o HeAoMyCTUMOCTU NOAO6HOro AENCTBUS M3-3a

COOBpaxXeHUm NONUTUKM Be30MacHOCTH, TO coaepXXnmoe dariaa 3anpoca Ha cepTUPUKaT MOXKHO
MPOCTO CKOMMPOBaTb B COOTBETCTBYHOLLYO (OpMY:

EN Anrnwiickaii (CLUA) (7)Crpaska -
| Hazza Zanee | (7] Nepamerper ~

% Harimw: [ na_all

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

PochUXhvx+vI9H0JD]1+ZaAzP{VgixAFusSLlawBle «
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Base64 Encoded hgOtFXSbPBYHP/8FP1gBgXuk8rmég2TS61p8UL3n
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Browse for a file to insert.
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I
Certificate Issued

The certificate you requested was issued to you.

© DER encoded or © Base 64 encoded

Q Download CA certificate
Download CA certification path

B nogsuBiemMcsa okHe Bbibepute «Download CA certificate», nocne yero ceptudukat 6€30nNacHOCTU
OyLeT COXpaHEH B YKa3aHHOM MoJsib30BaTesieM MecTe.
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